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BBEJIEHUE

CrpemutenbHOe pa3BUTHC WHOOPMANMOHHBIX TEXHOJOTHH, TOBCEMECTHOE
BHE/IPEHHUE KOMIIBIOTEPHBIX CHCTEM M pACIIMpPEeHHE AocTyna K cetu VIHTepHeT,
HECOMHEHHO, OKa3aJii TO3UTHBHOE BJIIMSHUE Ha Pa3iuuHbie Chepbl OOMECTBEHHON
#u3HU. OJHAKO HapsAy C 3THUM HAOMIOJAeTCs W HEraTUBHAs TEHACHUUA — POCT
npectymieHui B cepe xommproTepHoi wHpopManmu. [IpectynmHOCTs MproOpeTaeT
BCe OoJiee N30IPEHABIE (POPMBI, TPAHCTPAHUYHBIN XapaKTeP W BHICOKYIO JJATEHTHOCTD,
YTO CO3/Ia€T CEPbE3HBIE BHIZOBHI AJIS1 IPABOOXPAHUTENbHBIX OPraHoB. B cBsA3M ¢ 3TUM
0CO0OYI0 aKTYaJIbHOCTh MPUOOPETAET COBEPUICHCTBOBAHME TAKTUKHU TMPOU3BOACTBA
CJICICTBCHHBIX JICHCTBUM, HAMPaBJICHHBIX HA 3((EKTUBHOE paccienoBaHue AAHHOW
KaTerOpyuM MPECTYIIICHUMN.

3a nmepuon ¢ saBaps 1o aekadps 2024 roga 3aduKCHpPOBaH POCT KOJIHUYECTBA
MPECTYTUICHUH, CBSI3aHHbBIX c UCIOIb30BAHUEM uH(}OPMAITMOHHO-
TEICKOMMYHUKAIIMOHHBIX TEXHOJOTHH WJIM COBEPIICHHBIX B Chepe KOMIBIOTEPHOU
nHpopManuu. 3aperucTpupoBaHo 765,4 ThIC. TAKUX MPECTYILICHHUMA, YTO MPEBHIIIACT
nmokasatens aHamornuHoro mnepwoma 2023 roma Ha 13,1%. Jlons gaHHBIX
MPECTYIUICHUH B 00IIeM 00bEeME 3apETUCTPUPOBAHHBIX MPECTYIUICHUH YBEIUUMUIIACH
¢ 34,8% B 2023 romy mo 40,0% B 2024 roxy'.

[{enbt0 HACTOAUIETO HMCCACAOBAHUS SABJISIETCS  pa3padOTKa MPAKTUYECKHUX
PEKOMEHJIAlIUi MO COBEPUICHCTBOBAHUIO TAKTUKW MPOU3BOACTBA CJIEACTBEHHBIX
JEHCTBUI MPH PacClIeIOBAHUY MTPECTYIUICHUN B chepe KOMIBIOTEPHOM WH(OPMAIINH,
HaIpPaBJIECHHbIX Ha MOBBIIICHUE s dekTHBHOCTH PacKpbITHS
Y pacciae0BaHMs TAaHHBIX TPECTYIUIEHUH. JlocTHXKeHHE YKA3aHHOM 1IEJTA TIPeInoaraet
PELICHHE CIICYIOMINX 3a0a4:

1. PackppiTh TOHATHE W XapaKTEPUCTUKY KIACCU(PHUKAIMN TPECTYTUICHAM

B c(pepe KoMIIBIOTEpHOH WH(pOPMAITHH;

! KpaTkas xapakTepHCTHKa COCTOSHMsSI NpeCTyMHOCTH B Poccuiickoii @enepauuu //

Odunmanenaeiii catit MBJ P®. URL: https://mMBa.pd/reports/item/60248328 (mata oOparmeHus:
28.04.2025).
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2. PaccMOTpeTh  KPUMHHAJIMCTUYECKYKD ~ XApPAKTEPUCTUKY  MPECTYIUICHHUI
B c(hpepe KOMIIBIOTEpHOH WH(MOPMAITHH;

3. BoisiBUTh OCOOCHHOCTU MPOU3ZBOACTBA OTIECIBHBIX CIIC/ICTBCHHbBIX JICHCTBUI
(OCMOTp MeCTa MPOUCITIECTBHS, JOTIPOC, OOBICK, FKCIIEPTH3A | JP.) TIPH PaCCIeTIOBAaHUN
MPECTYTUICHHH B c(hepe KOMITBIOTEPHOM nH(pOpMaInH;

4. PazpaboTaTh NPAaKTUUECKUE PEKOMEH/IAIIUU TT0 COBEPILIICHCTBOBAHUIO TAKTUKH
paccie0BaHKs TaHHOW KaTerOpyuy MPECTYIJICHUM,

OOBEKTOM UCCIIENOBAHUS SBISIOTCS OOIIECTBEHHbBIE OTHOIICHUS, BO3HUKAIOIIUE
B TIPOIIECCE PACCIIeIOBAHUS MPECTYIUICHUH B chepe KOMIBIOTEPHON HH(POPMAITHH.

[Tpenmerom wHccnenoBaHUSl BBICTYNAET TAKTHMKA MPOU3BOJACTBA CIEACTBEHHBIX
JNIEUCTBUM TIPU PACCIICIOBAHUU JAHHOW KATErOPUU MPECTYIUIEHUN .

Bomnpockl KpUMUHATUCTAYECKOTO 00ECIIEUEHUS PACCIE0BAHUA NPECTYIICHUMA
B chepe KOMMBIOTEpHOH WH(POPMAIANA, KaK B METOJOJIOTHUECKOM, TaK M B YaCTHO-
TEOPETUUECKOM aCIeKTax, ucciaenoBainch B Tpyaax A. A. becconora, O. C. ByTeHko,
B. ®. Bacwokosa, b. 4. T'aBpumoBa, E. II. Hmenxko, A. A. Ky3Henosa,
B. B. Ilymikapesa, H. I1. A6nokoBa u np.

Crnemmduka TNpPpUMEHEHHS CHEIUANBHBIX 3HAHWH TPH  Paccie0BaHUN
npecTymieHudi B cdepe  KOMIbIOTepHOW  WHGOPMANUKA  aHATH3UPYETCS
B mucciaenopanmsax E. P. Poccunckoit, M. A. PamoBckoro, A. M. CeMmKaleHOBOMH,
A. W. Ycora, H. A. XaryHniesa u ap.

OrnepaTuBHO-PO3BICKHASL JICATENIBHOCTh W HCHOJBb30BAHUE €€ PE3YJIhTATOB
B PaMKax paccie0BaHUA pacCCMaTPUBAEMOM KaTeropyu MPECTYIJICHUH TPEACTABICHBI
B pabotax B. b. Bexosa, C. B. 3yepa u p.

Teopernueckas 3HAUUMOCTb JAHHOTO UCCIIEIOBAHKS 00YCIOB/ICHA TPOBEACHUEM
KOMIUIEKCHOTO aHaJIu3a TEOPETUYECKUX M MPAKTHUECKUX ACMEKTOB PacCleAOBaHUs
mpecTymmieHnid B cdepe xommbroTepHoii mHpopmanmu B Poccutickoit deneparumu,
pE3yAbTATOM KOTOPOTrO cTaja pa3padoTka PEKOMEHAALMN, OPUEHTUPOBAHHBIX
Ha TOBBITNICHUE SPPEKTUBHOCTH W ONTHMH3AINIO PAOOTHI JIMII, OCYIICCTBIISIONINX

pacCiaCca0BaHuC.
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[TpakTrueckass 3HAYUMOCTh MCCJICIOBAHUA OMPEACNSAETCS BO3MOMXKHOCTHIO
MPUMEHEHHUS TPEACTABJICHHBIX B paldoTe MPEUIOKEHUNH MO COBEPIICHCTBOBAHUIO
ajnroputMa JACHCTBUN CIIEI0OBATENIA TNPU TPOBEICHUU OTICIBHBIX CIEACTBEHHBIX
JeHCTBUI (OCMOTpP MeCTa TPOMCIIECCTBHA, JOMPOC, OOBICK, BBHIEMKA) TO JeiaM
0 TPECTYIUICHUSAX B cepe KOMIBIOTepHONW HH(POPMAITMH C yUETOM CIEIU(pUKH
mA(QPOBHIX  A0KA3ATENBCTB,  BKIMIOUas  PEKOMEHAAMA M0  TPUMEHCHHIO
CIIEIATM3UPOBAHHOTO MIPOTPAMMHOTO obecrnieueHus (manee - 1O)
¥ B3aUMOJICHCTBUIO CO CIICUANMCTaMUA B 00acTH WH(POPMAIMOHHBIX TEXHOJIOTHH.
[IpennoxkeHne TAKTUUECKMX PEKOMEHIAUMNA Ui MNPAKTHYECKUX PaOOTHUKOB,
MO3BOJIAIONIHE TTOBBICUTH A(h(HEKTUBHOCTH PACCIICIOBAHMS TAHHOW KAaTETOPUH JICI.

OMOupuueckyro  0a3y  COCTaBWJIO  OTCUECTBCHHOE  3aKOHOAATENIbCTBO
B paccMaTpuBaeMoii chepe, HOpMaTUBHBIC MPaBoBbIC akThl, KoHcTHTYIMA Poccuiickoi
Oenepanuun, YrojgoHo-nporeccyanbHbii Konekcom Poccniickoit @eaepanmu v mp.

B mporecce wmccnenoBaHus MPUMEHSIICS KOMIUIEKC OOIEHAYYHBIX, YaCTHO-
HAyYHbIX W CHEUUAJIbHBIX METOJ0B. K 00llleHaAyYHBIM OTHOCATCA AaHAJIU3 M CUHTES,
WHIYKUWS U TETYKIWA, HAOIIOJCHUE U CPABHEHUE, a TAKKE CTPYKTYPHbINA, CUCTEMHbBIH
U UCTOPUYECKUN METOJbl TMO3HaHWSA. B  KkauecTBe 4YaCTHO-HAYYHOTO METOJA
UCIOJIb30BAaH COLIMOJIOTHUECKUi. CrnenuaibHble METO/Abl BKIIFOYAIOT CPAaBHUTEJIBHO-
MPABOBOM, HWCTOPUKO-TIPABOBOM, (POPMATbHO-FOPUANYECKUH, METOABl TMPABOBOTO
MoaenupoBanua U mp. [I[puMeHeHne NaHHOW METOMONOTHU TO3BOJIMIIO BCECTOPOHHE
HCCIIEIOBATh MPEAMET UCCIICTOBAHUS U ChOPMYTUPOBATh 0OOCHOBAHHBIE BHIBOIHI.

Crpykrypa paboThl 00yCIOBJIEHA LEABIO M 3adadyaMu ucciaeaoBaHus. Padota
BKJTIOUACT B ceOs BBEJCHHWE, JBE TJIABBI, MATh MaparpadoB, 3aKTIOUECHUE W CITUCOK

JIUTEPATYPHI.
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IJIABA 1. OBILIASI XAPAKTEPUCTUKA NMPECTYILJIEHUI B COEPE
KOMITBIOTEPHOI HH®OPMAILIUU

§ 1. ITonsiTne, BUABI M XapaKTEPUCTHKA NMpecTyIUIeHui B cdepe

KOMIbIOTEPHOI nH(popManuu

Bompoc knaccudmkanyy TPECTYIUICHHHA, COBEPIIAEMBIX C TMPUMEHEHUEM
WH(OPMAITMOHHBIX TEXHOJIOTHN, A0 CHX TOP BBI3HIBACT JAWCKYCCHH B COBPEMEHHOM
IOPUCTIPYACHIIMM. B yroloBHO-IpaBoOBOM JUTEpaType HMCHOJB3YyETCA pa3HooOpa3Has
TEPMUHOJIOTUS 11 O0O3HAUEHUsI MPECTYIUICHUM, CBA3AHHBIX C KOMIBIOTEPHBIMU
TEXHOJOTHSAMH.  «TPECTYyIUICHHS B  cdepe  KOMMBIOTEpPHOH  WHOOpMamm,
«KOMIBIOTEPHbBIC MPECTYTUICHUS, «KUOEPIPECTYIICHUS, CUHTEPHET-
npecTymieHus» u  japyrue. Kaxnoe TOHATHE UMEET CBOM OCOOEHHOCTH,
4yTO 00YCJIABINBAET HEOOXOJUMOCTh UX TOYHOTO ONPECTACHUA U Pa3rPaHUUYCHUS.

Tepmun «mpectymienns B cepe KOMIBIOTEpHOH WHGMOPMAIMI 3aKpEIIeH
3aKOHOAATEJIbHO U OXBAThIBAET COCTABBI MPECTYIJICHUM, MPEIYCMOTPEHHBIE r1aBOH 28
VYronosHoro koaekca Poccuiickoit ®enepanmn (manee — YK P®). Cromcok 3Tux
MPECTYIUICHUN NEPUOANUECKH PACIIUPACTCA, KPUMUHATIU3UPYS HOBbIE OOIIIECTBEHHO
OMacHbI€ JCUCTBUS, KOTOPHIE, MO MHEHHUIO 3aKOHOJATENS, YTPOKAOT 0€30MaCHOCTH
WH()OPMAITMOHHO-TEICKOMMYHHUKAIIMOHHBIX CUCTEM.

K npecrymnenmsim B cdepe KommbpioTepHOW  WHGOpMAIMK, HUCXOIA
n3 riaBsl 28 YK P®, otHOCSTCS:

1. HempaBoMepHbIH  OCTYNm K OXpaHAEMOH 3aKOHOM  KOMIBIOTEPHOM
uHpopmarmu (ct. 272 YK PO);

2. HezakonHbie WCMONb30BaHUE W (WIM) Tiepemada, cOop W (WiM) XpaHEHHE
KOMITBIOTEpHOH WH(pOpPMAIMK, COACpKaIeH TMEePCOHAbHBIE JaHHBIC, a PaBHO
co3ganue u (win) obecrieueHre (HyHKITMOHUPOBAHWS WH(OPMAIIMOHHBIX PECYPCOB,
MPETHA3HAYCHHBIX I €€ HE3aKOHHBIX XpaHeHWs © (WJIM) PpaclpoCTPaHEHUS

ct. 272.1 YK PO;



3. Co3manue,  WCHOJIb30BAHWE M PACIPOCTPAHEHUE  BPEIOHOCHBIX
KOMITBIOTEPHBIX porpamu (cT. 273 YK P®);

4. Hapymenne TmpaBui SKCIUIyaTallMd CPEACTB  XpaHEHHUs, O0O0padoOTKH
WA nepeaaun KOMITBIOTEPHON uHdopManm u uH(pOpPMAITMOHHO-
TEJIEKOMMYHUKAaMOHHBIX ceTeit (cT. 274 YK PO);

5. HempaBomepHOE BO3ACHCTBME HA KPHUTHYECKYIO HWH(MOPMAIMOHHYIO
uHdpactpyktypy Poccutickoit ®enepanmm (ct. 274.1 YK PD);

6. Hapymienne mpaBui TEHTPATU30BAHHOTO YMPABIICHAS TEXHUUCCKAMH
CpeacTBaMu MPOTUBOJCUCTBHUS yrposam YCTOMYHABOCTH, 0€301MacHOCTH
U TENOCTHOCTH (YHKIIMOHWUPOBAHWS Ha TeppuTopun Poccuiickoii ®denepanmm
WH()OPMAITMOHHO-TEIICKOMMYHUKAITMOHHOMW ceTH «HTepHEeT» W ceTH CBA3M 00IIero
nofip30Banus (1. 274.2 YK PO).

MHOT03HAUHOCTh TEPMHHA «KOMITBIOTEPHBIE TIPECTYIUICHHUS U OTCYTCTBHE €TO
JICTAJTEHOTO OMPENCTCHUSI TPUBOAIT K PA3IMUHBIM TPAKTOBKAM JTAHHOTO TIOHSTHS,
TaKAM Kak:

1. B xauecTBe CHHOHWMA TEPMHUHA «TIPECTYIUICHHUS B cdepe KOMIBIOTEPHOMN
uHbOpMaIIN;

2. Jlns oOo3HaueHWs TPECTYIJICHWH, COBEPIIACMBIX B HWH(POPMAITMOHHO-
TEICKOMMYHHUKAITHOHHON chepe (MHPOPMAITMOHHbIE PECTYTIICHHU);

3. JIna oOo3HAueHUs TPECTYIUICHWM, COBEPIICHHBIX C HCIOJIb30BaHUEM
KOMITBIOTEPHOW CHCTEMBbl WJIM CETH, BHYTPH HEE WJIM HAIMPaBJICHHBIX MPOTHB HEE
(xubepnpecTymieHus)'.

B memom wHbOpMarmoHHble (KOMIBIOTEPHBIC) MPECTYIUICHUS OXBATHIBAIOT
JIESTHUSA, COBEPIIIAEMbIC ¢ MPUMEHEHHEM WH(OPMAITMOHHO-TEICKOMM YHUKAITHOHHBIX
TEXHOJIOTUH. DTO BKJIIOUAET KaK MPECTYIUICHUS, MPEyCMOTPpeHHbIE TJ1aBoi 28 YK PO
(mpectyruieanst B cdepe KOMMIBIOTEpHOW  wH(OpManuu), Tak © APyTHE

IMPOTHUBOIIPABHBIC HeﬁCTBHﬂ, OCYIICCTBILACMBIC € IIOMOIIBIO 3THX TGXHOJ’IOFHﬁ,

! Tlonosa C. B., Aragonosa M. C., Mamun A. A. Yrpo3sl 5KOHOMHUYECKO} OE30MaCHOCTU B

KOHIIENIIMU BOHH mecroro mnokojieHust // Lludposas m orpacneBast skoHOMHuKa. 2024. Ne 4.
C. 55.
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HalpuMep, MOIIEHHUYECTBO C MCIOJIb30BAHUEM SJIEKTPOHHBIX CPEACTB ILIaTeka
(ct. 159.3 YK P®) MOkeT OCyIMIECTBIATHCS HE TOIBKO C TIOMOIIBIO OAaHKOBCKHX KapT,
HO W JPYTHUX YCTPOWCTB. MOIIEHHHYECTBO B chepe KOMIBIOTEPHOH HH(pOPMAITUN
(ct. 159.6 YK P®), kak MOHATHO W3 HA3BAHWA, HEBO3MOXHO 0€3 TMPUMCHCHHS
KOMITBIOTEPHBIX TEXHOJIOTHI.

KonBenmuss o mpecTymHOCTH B cdepe KOMIBIOTEpPHONW HWHGOpMAIu
2001 roma kmaccH(HIMPYET TakWe MPECTYIUICHUS CICAYIOIMHAM  00pa3oM:
MPECTYIUICHUSI TPOTHB KOH(PUACHIMATBHOCTH, MEJIOCTHOCTH W JOCTYIMHOCTH
KOMITBIOTEPHBIX JAAHHBIX W CHCTEM; MPECTYIICHUA, CBS3aHHBIE C HCIIOIH30BAHHEM
KOMITBIOTEPHBIX CPEJICTB, TPECTYIUICHHS, CBSI3aHHBIE C COJACP)KAHUEM JTAHHBIX;
MPECTYIICHUSI TPOTHUB aBTOPCKOTO MPaBa W CMEKHBIX TPaB; W MPOSBJICHUS pacu3Ma
1 KCeHO(OOMM B KOMIIBIOTEPHBIX CETAX.

I'maa 28 VYK PO, ortHocdAmascs K pa3aeny O MOOCAraTeNibCTBax
Ha OOIIECTBEHHYIO 0€30MaCHOCTh U OOIIECTBEHHBIN MOPSAOK, ONMPENEIAET BUIOBBIM
O0OBEKTOM H3THUX TMPECTYIUICHHH WHOOPMAITMOHHYIO 0€30MmacHOCTh KaK dYacTh
00LIECTBEHHOM OE30MaCHOCTH.

Joktpuna wHdopmarmonHoi Oe3zomacHocT P®, yTBepkaeHHas YKa3zoM
IIpesunenta P or 05.12.2016 Ne 646!, packpbiBacT MOHATHE HH(POPMALMOHHOM
0€30MacHOCTH. JlokTpuHa paccMaTpHUBaeT UH()OPMAITHOHHYIO cepy
KaK COBOKYMHOCTh WH(popmarmu, o0bekToB HWH(pOpMaTH3anuu, WHGOPMAITMOHHBIX
CHUCTEM, HWHTEPHET-PECYPCOB, CeTeH CBsI3W, WH(POPMAITMOHHBIX TEXHOJOTHMA,
cyObekToB, pabortarommx ¢ #HHGOPMAIMEH W TEXHOJIOTHAMH, M MEXaHH3MOB
PETYNHMPOBAHUS 3TUX OTHOITICHUH.

Nnudopmarnmonnas 6€30mMacHOCTh, COTJIACHO YKA3aHHOMY TOKYMEHTY, — 3TO
COCTOSIHUE 3alUILECHHOCTH JUYHOCTH, o0lecTa
¥ TOCYZIapCTBA OT BHYTPEHHUX M BHEITHUX HH(POPMAITMOHHBIX YTPO3, TAPAaHTHPYIOIIEE

peanu3aliio npaB U CBOOOJ Tpa)kAaH, JTOCTOWHBIN YpOBEHb >KW3HU, CYBEPCHUTET,

1 06 yreepxnenuu JokTpunbl HHPOpMALMOHHOH Ge3onacHocTu Poccuiickoii ®enepanuu:
yka3 Ilpesunenta PO ot 5 nexabpst 2016 r. Ne 646 // Poc. ra3. —2016. — 6 nexabpsi.
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TEPPUTOPHATBHYIO TIEJIOCTHOCTh, YCTOHUMBOE pa3BUTHE, 00OPOHY M 0E€30MaCHOCTH
rocyJiapcTaa.

CrnenoBaTennbHO, HETMOCPEACTBEHHBIM OOBEKTOM TIPECTYIUICHUH B cdepe
KOMITBIOTEPHON uHdopmarn SABJIAIOTCS OOIIECTBEHHBIC OTHOIIICHMUS,
00eCTeUnBarOIIINe 3AIIUTY JUYHOCTH, oOllecTBa u rocyJ1apcTBa
oT wH(}pOpMAIMOHHBIX yrpo3. HMHpopMarmoHHble yrpo3bl MPEACTABISAIOT COOOH
IMUPOKHH CTHEKTP (PAKTOPOB W MEWCTBUM, KOTOPHIE MOTYT TPHUMHHUTH BPE.
KaK OTJACIBHBIM JIMIIAM, TaK W OOIECTBY B IIEJIOM, a TaKKe HAIMOHATBHON
0e30macHOCTH rocyaapcTBa B HHGOPMaIMOHHON cdepe. DTo BKIOYAET B ceOs
HE TOJBKO HEMOCPEACTBEHHOE BO3ACHCTBHE HA WH(POPMAITMOHHBIC CHUCTEMBI
W JTaHHBIC, HO ¥ MAHUITyJIMPOBaHue WH(MOPMAIHEH, e¢ NCKaXKEHHE, PaCIIPOCTPAHEHUE
nesuH(poOpMaIi, a TaKXKEe OTPAHWUEHWE OCTyNna K JOCTOBEPHOW WH(MOPMAIIHH.
[Ipectymnenusa B cdepe kKOMIbIOTEpHONW WH(POPMAIANA, TaKUM 00pa3oM, SBIISFOTCS
omHOW W3 (GopM peamMzalMK  ATHX  yTPO3, HEMOCPEACTBEHHO  TMOCATas
Ha WHOOPMAIMOHHYI0 0€30MmacHOCTh W HMHTEPECHl  JIUYHOCTH, OOINEecTBa
u rocymapctBa. OHHM TOAPBHIBAIOT JOBEpHE K HWH(POPMANMOHHBIM TEXHOJOTHAM,
CO3MAIOT PUCKU 1T SKOHOMHYECKOW CTAOMJIBHOCTH W MOTYT OBITh HCTIOJB30BAHbI
JUTSL  AOCTHOXKEHUST TonuThdecknx Tene. C  ydetom oOHOBICHHOW JIOKTpUHBI
uHdopmarmonnor OezomacHoctn Poccwmiickoit deneparuu U BCTYIUICHUS B CHITY
crateu 274.1 YK PO, nonsTue mpeamera mMpecTyIicHHH B cepe KOMITBIOTCPHOM
uHdopmarm  mpereprnienio  TpaHchopManmio. PaHee TmpeaMeT OrpaHWYMBAIICS
KOMIIbIOTepHON WH(popMarmeit. B Hacrtosimee Bpemsi, 6a3upysch Ha PacIIMPEHHOM
TOJIKOBAaHUHM TIPEIMETa TPECTYIJICHUS W TONOXKEHUAX JlOKTPUHBI, K TpeaMeTam
MpeCcTyIieHnH B cdepe KOMMIBIOTEPHOW WHGOpPMAIMKM  CIEAyeT OTHOCHTD:
uHdopmarmio;, 00BEKTH HH(POPMATH3AMUN, HWHPOPMAITMOHHBIC CHUCTEMBI, CAWTHI
(MHTEPHET-PECYPCHI); CETH CBA3M, WH(MOPMAIMOHHBIE TEXHOJIOTHH, JCATEIHHOCTH
CyOBEKTOB, CBsA3aHHYIO C (popMmpoBaHHEM, 00pabOTKOM WMH(pOPMAIMH, Pa3BHTHEM
U TpUMEHEHHWEM WH(POPMAIMOHHBIX TEXHOJIOTHH, a Takke OOeCIeueHueM

uH(OpMaAITMOHHONW 0€30MacHOCTH. B MMPOKOM CMBICIE, TIPEIMETOM TPECTYTUICHUH



10

B chepe kommpioTepHOH  WHGOPMAMM ~ MOXHO  CUHTATh  KOMIIOHEHTBHI
uHOpPMaAITMOHHONW HH(PPACTPYKTYPHI.

[TpumeuarenbHo, uro B cratbe 274.1 YK P®, npenycmarpusaroiieit
OTBETCTBEHHOCTh 32  HETMPABOMEPHOE  BO3ACHCTBHE  HA  KPUTHUCCKYIO
uHdopmarmonnyto uHppacTpykrypy Poccuiickoit ®denepanmm, KOMOBIOTEPHAS
uH(dOpMaIMA BRICTYTIAET HE TOJBKO B KQUEeCTBE MPEAMETA, HO M B KQUE€CTBE CPE/ICTBA
U (W) Opyausl IPECTYTUICHHS.

CornacHo mnpumeuanuto k ctatbe 272 YK PO, noxm KoMmobroTepHOU
uHdopMarmeit TOHWMAIOTCA CBEACHHS (COOOIICHUS, MaHHBIC), TMPEIACTABICHHBIC
B (opMe DSIEKTPUUYECKAX CHUTHAJIOB, HE3aBHCHMO OT CIIOCOOOB WX XpaHEHWA,
o0paboTku W mepenadu. J[aHHOE OMpEeICeHne OTPAaHWYMBACT YTOJIOBHO-TPABOBYIO
oxpany uHdopmarmeit, mepeaaBaeMoil HCKIIOYUTENHHO TTOCPEICTBOM TCKTPUUECKHAX
curHasioB. OTHAKO COBPEMEHHBIC TEXHOJIOTHH MCTIOIB3YIOT PA3HOOOPA3HbIC KaHAJIBI
CBSI3H, BKJTIOYAsA ONTHYECKUE (cBETOBBIC CUTHAJIbI)
u OecnpoBoaHbie (WH(pakpacHOEe H3NydeHHUE, JazepHbie jayuH). ClemnoBaTenbHoO,
KpUTEpHii TipeAcTaBiicHnss uWHopMaruu B (PopMe IIEKTPUUECKHUX CHUTHAJIOB
HE ABJIACTCS YHUBEPCATBHBIM U TpeOyeT nepecMorpa. HeoOXommMo ydauThIBaTh HHBIE
XaPaKTEPUCTHKH KOMITBIOTEPHOH WH(QOPMAIMKH KaKk TIPEAMETa TMPECTYIUICHUMH,
MPEAYCMOTPEHHBIX T1aBoit 28 YK PO.

Cratess 2  ®enepansHoro 3akoHa or 27.07.2006 Ne  149-®3!
«O6 wmHbOpMaruu, WHGOPMAMMOHHBIX TEXHOJIOTHAX W O 3aluTe HH}pOopMamumy
onpenenseT nHGOPMAIMIO KaK CBEICHUS (COOOIICHUS, JTAHHBIE) BHE 3aBUCHMOCTH
ot ¢opMbl uX mpencTaBicHUsA. JlaHHOE OmNpeneNieHne XapaKTepu3yeTcs OOoNbImeh

YHHUBCPCAIIBHOCTBIO K COOTBCTCTBYCT COBPCMCHHBIM YCJIOBUAM.

ldenepanbupiii 3akon or 27.07.2006 Ne 149-@3 «06 undopmanuy, MHOOPMALMOHHBIX
TeXHOJOTUsIX u O 3amute wuHpopmaumm». URL: http://www.consultant.ru. (mata oOparneHus:
05.12.2025).
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Cnosaps Osxerosa' onpenenser «CBeeHHN» KaK 3HAHMS, M3BECTHS, COOOIIECHUS
WM TIpeAcTaBiieHns o ueM-1u00. «Coolmenne» — 3T0 nepeaaBaemas uHGOpMaIns
WM W3BECTHC, a «JIAHHBIE» — CBEICHUS, HEOOXOAMMBIC JUISi BHIBOJOB U PEIICHUM.
«uadopmanusy xe TpaKTyeTcs Kak CBEICHHAS O MUPE U MPOIIECCaX, BOCIPHHUMAEMBIE
YEJIOBEKOM WJIM YCTPOUCTBOM.

Panee rmasa 28 VK PO cBsa3piBaja MOHATHE KOMIBIOTEPHOW WH(pOpMaImu
¢ ee MarepuasibhbiM HocutenieM. Crarbs 272 YK P® npenycmarpuBaia
OTBETCTBEHHOCTH 32 HETMPABOMEPHBIA JOCTYI K OXpaHAEMOH 3aKOHOM WH(POPMAIH,
HaXOISIICHCS Ha MAaIlTMHHOM HocuTelie, B OBM, cucreme OBM mim ux ceTH.

Jliis Toro uToOBl YeTOBEK MOT BOCHPHHUMATh KOMIBIOTEPHYIO HH(POPMAITHIO,
e€¢ HeoOX0aUMO MpeoOpa3oBaTh C MOMOIIBIO MPOTPAMMHO-TEXHUYECKUX CPEICTB.
B ocHoBe 1t000# 31€KTPOHHO-BBIYUCIUTEIBHOM MAIlIUHbBI JICKUT B3aUMOICHCTBUE
HECKOJIPKAX KITFOUEBBIX KOMIIOHCHTOB. apU(METUKO-TOTHUECKOTO YCTPOWCTBA,
BBITIOJIHSAIOIIETO MAaTEMATHUECKUE U JIOTHUECKUE OTEPallii;, YCTPONCTBA YITPABJICHHUS,
KOOPAUHUPYIOIIEr0 padOTy BCEX OCTAIbHBIX KOMIIOHEHTOB, 3allOMUHAIOIIETO
YCTPOHCTBA I XPaHCHHs JAHHBIX W TPOTPaMM, W YCTPOMCTBA BBOJA-BBHIBOA,
00€eCTIeUnBaIONIEeTO0 B3aMMOICHCTBHE KOMITBIOTEPA C BHEIIHWM MHUPOM (HAmpuMep,
KJlaBuatypa, MoHWTOp, TnpmHTEp). HHDOopmarusa, obpabareiBacmas DOBM,
npeacTaBieHa B mudpoBoit ¢opme, TO ecthb B BHAC umcel. JlioOble gaHHEIC,
OyJlb TO TEKCT, M300paKEHHsA, 3BYK WM BHACO, AOJDKHBI OBITH MPEOOpa3OBaHBI
B 4YHWCIIOBOH c¢opMar miepen o0OpabOTKOW KOMMBIOTEPOM. OTOT  TPOIECC
npeoOpa3oBaHus HA3bIBACTCSA KoaupoBaHueM. OH ONTUMUZUPYET WHOOPMAITUIO s
XpaHeHus, mnepegaud W oOpadotkum BHyTpu OBM. OOparHbiii  mporiecc,
npeoOpa3oBaHe YHUCIOBBIX JAHHBIX B (OPMY, TOHITHYIO YEJIOBEKY (Hampumep,
OTOOpakeHWE TEKCTa Ha OHKpaHE WIM BOCIPOM3BEACHUE 3BYKAa), HA3bIBACTCH
nekonupoBanveM. Takum 00pa3oM, KOJMPOBAHUE M AEKOJUPOBAHUE — HTO JBa

(yHTaMEHTAIBHBIX ~ MpOIEcca, OOECICUMBAIONINX  B3aWMOJICHCTBHAE  YEJIOBEKa

! TonkoBblii cioBapb pycckoro ssbika: 72500 ciios u 7500 (ppa3eonoru4eckux BbIpaKeHuii /
C. . Oxeros, H. }O. IIIsenosa; Poccuiickast AH, UH-T pyc. 3., Poccuiickuii GoHI KyNbTypEL. 2-€
u3n. M., 1994. C. 607.
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C KommbploTepHOW  mH(popMmarueli. PasHooOpa3zue  METOAOB  KOJAMPOBAHMS
U JCKOAUPOBAHUS MO3BOJISIET pPadoTaTh € PaA3IMYHBIMU THUMAMHU  JIAHHBIX
1 3(ppeKTHBHO UCIIOJIB30BATh pecypchl IBM.

XpaHEHHE JTAHHBIX B KOMITBIOTEPE OCYIIECTBIIACTCS HA KECTKOM MAarHUTHOM
JIMCKE WJIM WHBIX HOCHUTEISAX WH(GOPMAIMK TOCPEICTBOM H3MEHEHHWS MarHUTHBIX
CBOMCTB WX MOBEPXHOCTH. /laHHBIC HA HOCUTENIC CTPYKTYPHUPOBAHBI B BUAE (haiiyioB,
oOnafaronmx WACHTU(UIUPYIONMMMHA aTPpUOyTaMH. WMEHEM, pPa3MepOM, THIIOM
(TEKCTOBBIN, TPAUICCKUHN U T.1T.).

KommproTepsl  knmaccuduiupytoress 1o rabaputam  (CTalmOHApHEIE,
HACTOJIbHBIE, TIOPTATHUBHBIC, KAapMAHHBIC), HANWUWIO TEePU(EPUHHBIX YCTPOUCTB,
(hyHKIIMOHATPHOMY HA3HAYEHUIO (TOJIH30BATENIbCKHE, CepBephl U T.1.). KommbroTep
B COBOKYIHOCTH C mepu(epuiHBIMU YCTPOUCTBAMU 00pa3yeT BBHIYUCIATEIHLHYIO
cucteMy. OYHKIMOHAJIbHBIE BO3MOXHOCTH BBIUUCIUTEIBHOM CUCTEMbI PACIIIMPSIOTCS
MyTEM TMOJKIIOYEHUS JOMOJHUTEIbHBIX YCTPOHUCTB BBOJIa-BhIBOAA: TMPHUHTEPA,
CKaHepa, MoJeMa, MJIOTTEpa, CETEBOro aaantepa v Apyrux. KommeloTepHas ceTb
MPEACTABIACT COOOM COBOKYMHOCTb BBIUMCIUTEIbHBIX MAlIUH, OO0BEAMHEHHBIX
MOCPEICTBOM KaOEIbHBIX MJIM OSCIPOBOIHBIX KaHAIOB cBA3H. CeTh oOecrneumBacT
0oOMEH MaHHBIMH, COBMECTHOE WCTIOJH30BAHHUE aNMapaTHBIX PECypcoB (MMPUHTEPOB,
CKAHEPOB, JTIMCKOBOTO MPOCTPAHCTBA u T.1.)
¥ BBINOJIHEHUE OOMIMX IPOrPamMM .

B ropuanueckoil nuTepaType CYIIECTBYIOT Pa3JIMUHbIE TPAKTOBKH MOHATUA
«rH(pOpMAIHA, OXpaHAEeMas 3aKOHOM, SBJISIONMIETOCS KITFOUESBBIM IS KBaTU(UKAITIH
npecTyIieHud B cdepe KOMIbIoTepHOH mHpopManmu. HekoTopeie nccimenoBarenm,
Harmpumep, 0. A ['yas0uH, mojararoT, YTO TMPaKTHYECKW BCA WHpOpMaIus
Ha MAIMHHOM HOCHUTEJIE OXPaHAETCS 3aKOHOM. JlaHHas MO3UIMs MPEeACTaBIseTCA

CIIOPHO, MOCKOJIBKY ~ HE Bca  uwHOpMaImMs — TOMICKHWT  MPaBOBOM

! Tlonos A. H. Ilpectynnenust B cdepe KOMMbIOTEpHOH uHpopMauuu: yueb. mocob. /
CII6., 2018. C.25.



13

OXpaHe, a HEKOTOPhIe BHJBI WH(MOPMAIMK, COTJIACHO 3aKOHOJATENBCTBY, HE MOTYT
MMETh OFPAHMYEHHBIH JOCTY .

lagpuwma  1O. B., Hampumep, cBs3bBaeT OXpaH’IeMyl0 HWHGOPMAIHIO
C HHTCJUJICKTYaJIbHOM COOCTBEHHOCTHIO, €€ HEMaTepHAIbHbIM  XapaKTEPOM,
a Tak)K€ XPaHCHWEM Ha MAIIMHHBIX HOcuTeNsax, B OBM wnu cersx. OgHako Takoe
OMPENC/ICHUE CJIMIIKOM Y3KO€, TaK Kak MpaBoBag 3alluTa paclpOCTPaHSIETCs
W Ha Jpyrue BUABI WHOOpPMAIMH, HE SABJAIOMHUECS OOBEKTaAMH HHTEILICKTYaTbHON
COOCTBEHHOCTH, HAPUMED, IEPCOHAIBHEIE JaHHBIE WK FOCY1APCTBEHHAS TaliHa’.

B. II. Crenammu pacmmmpsieT MOHATAE OXpaHsAEeMOW WHGOpMAIWH, BKIFOYAS
B HErO 3alUTy MPAB HA BBIYMCIUTEIBHYIO TEXHUKY W TaWHY CBA3U. DTOT MOJAXOJ,
HAIPOTHB, CJIUINKOM IMAPOK W CMEIIMBACT 3aIUTy caMOi WH(pOPMAITUX C 3aIUTON
cpencts e€ o0padoTku m epeaaun. OH HE oTpaxkaeT cnernuduky HHHOPMAITHOHHBIX
PaBOOTHOIICHUIA® .

bonee  ToOuHBIM = TIpEenCTABASACTCA  MOAXOM  MCCIEAOBATENICH,  TaKUX
kak A. H. I'yes, C. M. Kouown, /[. b. CaBenbeB, KOTOpbIE ONPEACTIAIOT OXPAHAEMYIO
uHOpPMAIMIO Yepe3 MPU3My OTPAaHWYEHHOTO JOCTYNa M CHEIHAIBHOTO MPABOBOTO
pexuma. OHU aKICHTUPYIOT BHUMAHUE HA TOM, 4YTO JAOCTYN K OMNPEACICHHOM
uHOpPMAITMK  PETIIAMEHTUPYETCA  3aKOHOAATENIbCTBOM  (HAMpUMEp, 3aKOHOM
0 TOCYNAapCTBEHHOHM TaifHE, O TEPCOHAJIBHBIX MAHHBIX W T.1.). MiMeHHO Hammuune
CIEUUAJIBHOTO MPABOBOTO PEXKUMA M OTPAHWUYEHUM JOCTyNa SBJIAETCS KIHOUYEBBIM
MpU3HAKOM WH(OOPMAIUHU, TOIB3YIOMEHCS TPABOBOM OXpaHOW. OTOT TOIXOJ
MO3BOJISACT OXBATUTh IUPOKUH CIIEKTP OXpaHAEMOM uHpopmaruy,
HE OrPAHUYMBASCH TOJIBKO OOBEKTAMHM HMHTEIJICKTYAJIbHOH  COOCTBEHHOCTH,

U OTpakaeT CYIIHOCTh HMH(DOPMAIHOHHBIX  IPABOOTHOIICHWH,  CBS3aHHBIX

' Tynb6un, 10. A. Tlpectynnenus B cepe KOMIbIOTEpPHOM HHpopMaruu: yues. nocob. /H0.A.
I'ynebun. M., 2007. C. 24.

? I'appunun 10. B. Hayuno-npakTuyeckuii kommenTapuii k c1. 272 YK P® [DnekTpoHHbIi
pecypc]. Hoctyn u3 cripas.-nipaBoBoit cuctembl «KoncynbranTILirocy.

3 Ctenanun B. I1. I'nasa 28. IpecTtynenus B chepe KoMnbroTepHoii nHpopmaruu// Hay4no-
npaktuieckoe nocod. mo npumeneHno YK P® / Iox pen. B. M. JleGenesa. M., 2005. C.78.
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I TIpenmcraBiseTcs, 4YTO VKa3aHHBIC
2

C PETyJMpOBaHUEM JOCTyna K WH(GOpMAIH
aBTOPHl TMPEIAraloT OTPAHWYUTEIBLHOE TOJKOBAHWE TOHATHS «HH(pOpPMAIUA,
oxpaHsaemas 3aKkoHOM». Takol moaxoA MOKET NPUBECTH K OIIIMOOYHOMY 3aKITIOUCHUIO
00 OTCYTCTBUU YTOJIOBHO-ITPABOBOM OXpaHbl uHdopmarmm,
HE YIIOMAHYTOM B 3aKOHOJATEJIbCTBE.

Bonpoc 00 OXpaHsAEeMOMH 3aKOHOM uHopmarn TpeOyeT
mudpepeHMpoBaHHOTO  MOAXOAA. Cratbs 5 ®denepaibHOrO  3aKOHA
«O6 wmabOpMau, WHPOPMANMMOHHBIX TEXHOJIOTHAX W O 3aluTe HH}popManumy
kaccuummpyer wHPOPMAIUIO TO KATeTOPHH JOCTylla W PachpOCTPAHCHWUS:
CBOOOJHO pacnpocTpaHseMas; MPEaOoCTaBiigeMas MO COrJIAIICHUI0 YYaCTHUKOB
OTHOILLICHU; MoUIeXKAIAs MPEIOCTABJICHUIO Wi PacrpOCTPAHEHUIO
B COOTBETCTBUH ¢ (peepalbHBIMA 3aKOHAM U, PACTIPOCTPAHEHUE KOTOPOH OTPaHNYCHO
uin 3anpenieHo. Kpome Toro, 3akOHOJATENbCTBO MOMXKET YCTAHABJIMBATH BHJIbI
uHpopMarn B 3aBUCUMOCTH oT ee COJIepKaHuA
M coOcTBeHHMKA (00manarens).

B psae yueOHbIX n3aaHui BCTPEUAETCs TOJIKOBAHHUE MPEAMETA KOMIBIOTEPHBIX
MPECTYTUICHUH, BKJIFOUALOIIICE HE TOJIBKO JAHHBIE,
HO ¥ (pusnyeckne HocuTenn uHpopMaIi. bojee TOUHBIM MPEACTABIAETCS TOAXO,
COTJIaCHO KOTOPOMY MPEAMETOM TNPECTYIUICHUH, MNPeAyCMOTPEHHBIX CTaThsIMU
272-274 YK PO, aBasercs HCKIIOUUTEILHO KOMITBIOTEPHAA WH(pOpMaIHs, HECMOTPS
Ha €€ HEPa3phiBHYIO CBA3b C TEXHUYECKUMHU CPEACTBAMHU OOpPabOTKH, XpaHCHHS
U nepeaaun AaHHbIX. Du3nueckoe BO3ACUCTBUE HA MaTepUAIbHbIE HOCHUTEINH,
HAlpUMeEpP, WX YHUUYTOXCHHE, TOJDKHO KBANH(HUIIUPOBATHCSH IO JAPYTAM CTAThsIM
YK P®, peryaupyommM MPeCcTyIUICHUS TMPOTUB COOCTBEHHOCTH UM HHbBIC
npaBoHapymeHus.  Mckmouenune  coctaBmger  crtathas 2741 VK PO,

npcaycMarpuBaromias OTBCTCTBCHHOCTD 3a HCTIPAaBOMCPHOC BO3JICUCTBUE

! Tyes A. H. Kommentapuii k VYronosHoMmy Kojekcy Poccuiickoii ®enmepauuu:

s npennpunnmarenein. M., 2000. C. 347, Kowom C., CasenpeB JI. OTBETCTBEHHOCTH
3a HEMPaBOMEPHBIA OCTYI K KOMIbOTepHOH mHpopmauuu // Poccuiickas roctuums. 1999. Ne 1.
C. 4; Kommenrapuii k YrojnoBHOMy kojaekcy Poccuiickoit @eneparuu / otB. pea. B. M. JlebGenes.
2-e w3n. M., 2013. C. 579.
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Ha OJEMEHThl KPUTHYECKOW WH(OPMAIMOHHOW WHGPACTPYKTYPHI, BKJIFOUAs
anmapaTHbie CPEJCTBA, OCYIIECTBISEMOE C MCIOJIb30BAHUEM KOMIIBIOTEPHOM
uHdopmarmu. B maHHOM ciiydae TpeAMETOM TMPECTYIUICHWS MOTYT BBICTYINATh
KaK mHpOpMaIws, TaK 1 KOMIOHEHTH HH(PACTPYKTYPHI.

[TpencrapnsieTcs, 4TO NPEAMETOM NPECTYIJIEHUM, MPEYCMOTPEHHBIX CTAThIMHU
272-274 YK P®, aBisieTcsst HCKIFOUNATEIRHO KOMIBIOTEPHASA HH(MOPMAIIH, HECMOTPS
Ha €€ HEOTHEMJIEMYIO CBS3b C BBIUMCIUTEIIBHOW TEXHUKOW, HOCUTENIAMH, CETAMH
51 KaHaJaMu CBSI3U. duznyeckoe BO3JEUCTBUE
HAa  MaTepuajbHbie  HOCWUTEIW, HAOpuUMep, MX  YHUUTOXKEHHUE,  CIEAYET
KBATA(PUITUPOBATh KAaK TPECTYIUICHUS TMPOTHB COOCTBEHHOCTH WJIM IO JAPYTAM
cratbsiMm YK P®. Uckmouenue coctasigeT crarbsa 274.1 YK PO, roe npeameTom
MPECTYIUICHUST  MOTYT  OBITh  DJIGMEHTBHl  KPUTHYECKOH  WHOOPMAITMOHHON
UHQPACTPYKTYPHI, BKJIIOUAsS BBIYMCIUTEIBHYIO TEXHHKY W CET€BOE O0OpYyJIOBAHHUE,
B CJIy4asix HEMPABOMEPHOTO BO3ACHCTBUS HA HUX C UCIOJIb30BAHUEM KOMIBIOTEPHOM
uHdopMaIm.

B ropuauyeckoil nuteparype CyIIECTBYIOT JHUCKYCCHOHHBIE TOUKH 3pPEHHS
OTHOCHUTEIHPHO COOTHOIIICHHS TPECTYILICHUH B cpepe KOMIBbIOTepHON MH(pOopManmum
u apyrux npectymieHuii. A. I'. BoiaeBoa3 yTBEpKIAeT, UTO XUIICHUE KOMIbIOTEPA
WM HOCWTENIs  WH(pOpMAlMu  Kak  WMyIIecTBa He  KBaApUIMpyeTcs
KaK HEMPaBOMEPHBIH AOCTYN K KOMIBIOTEPHOW WH(pOpMAIHMK, a BIICYET 32 COOOHU
OTBETCTBEHHOCTH 3a IPECTYILUICHUS IPOTUB COOCTBEHHOCTH . AJIbTEPHATHBHASA TOUKA
3pEHHMS 3aKITIOYAETCS B TOM, UTO XUIICHUE KOMITBIOTEPA € MOCIIEIYIOIIUM HE3aKOHHBIM
KOMTUPOBaHUEM WH(OPMAITMH BJICUECT OTBETCTBEHHOCTH 32 HETPABOMEPHBINA TOCTYII
K OXpaHsAeMOW 3aKOHOM KOMITBIOTEPHOH WH(OpMAIMK, HE3aBUCHMO OT crmocoba
MOJIYYEHUS HOCUTEIS.

Bonee croXHBIM TIPEACTABIACTCS BOMPOC KBATM(HKAINAKA yMBIIIIICHHOTO
YHUUTOXEHHUS WHOOPMAITMK MMyTeM BO3/ICHCTBHS HA €€ HOCUTENb. B crmyuasx, kormaa

CTOUMOCTD I/IH(I)OpMaI_[I/II/I CYIICCTBCHHO MPCBLIMIACT CTOMMOCTb HOCHUTCIIA, BOZHUKACT

! Bonesoms A. T. Poccuiickoe 3aKOHOAATENbCTBO OO YrOJOBHON OTBETCTBEHHOCTH

3a mpectyruieHns B cepe kommproTepHol nH(popmanmu // Poccutickuii cyaps. 2002, Ne 9. C. 36.
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BOTIPOC O BO3MOKHOCTH KBajnukaruu aesaus no riase 28 YK P®. Oxgnako, ecnm
KOMIIBIOTEpHAsT WH(GOpMAIMA HE SABIIACTCS TPEAMETOM, OPYAHEM WM CPEICTBOM
MPECTYIUICHUS, TpUMEHeHUE cTaTel riaBsl 28 YK PO HEBO3MOXKHO.

Oxpansiemast 3aKOHOM KOMIIbIOTEpHAA WH(pOpMalms 006IagaeT ciaeayomuMu
npu3HakamMu: wHoOpMarmsa (CBEAEHUA, COOOICHUS, JaHHBIC), TPEACTaBICHHAS
B (opMe SIEKTPUUCCKHUX CHUTHAJIOB, K MpUMeEPy, 0aza MAHHBIX KIWECHTOB OaHKa,
xpaHamascs Ha cepBepe. Camu mo cebe mMaHHBIE HE MUMEIOT (HPU3UUECKON (HOPMBI,
a TMPEJCTABJICHbl B BUJIC SJICKTPUUECKUX CUTHAJIOB, KOTOPbIE€ HHTEPIPETUPYIOTCA
KOMMBIOTEPOM;, MOKET OBITh BOCHPHUHATA MOJIL30BATEIEM TOJBKO MOCPEICTBOM
KOMIIbIOTEpa;, HWHGOPMAIUs XPaHUTCS B TMAMATH KOMIIBIOTEpA, Ha MAITAHHBIX
WM WHBIX HOCUTENSX WH(popMannund (KECTKUH AWMCK, (hIeHI-HAKOTHUTENb, 00JIadgHOe
XpaHWiuile), 1Mo mepedaeTcs MO KaHalaM CBSA3M (MHTEPHET, JIOKaJIbHas CETh).
Tax, Hanmpumep, mepechiika KOHPUACHITMATHPHOTO JOKYMEHTA TI0 AJIEKTPOHHON TOUTE;
3aKOHOM WM NpaBooOnafaresieM B paMKaxX MPEAOCTAaBIEHHBIX €MY 3aKOHOM
MOJIHOMOYMHA  YCTAHOBJIEH  OCOOBIA  PEXUM  JOCTYMa,  MCHOJb30BAHHS,
pacnpoCTpaHEeHUS, TIEPeIavr, 3aIUTHl U APYTHX IESHCTBHN C JaHHOW WH(pOpMaIuen
(k mpuMepy, A0CTyn K OAHKOBCKOMY CYETY OCYIIECTBIIACTCA C IMOMOIIBIO TApOJIs,
M3BECTHOTO TOJILKO BIIAJENbIy cUeTa)'.

Takum oOpazom, mpecTymieHus B cdepe KOMIBIOTEPHOW WHOpMAu| — 3TO
OOLIECTBEHHO OMNACHBIE JESHUWA, Hapyllalolue Oe30MacHOCTh KOMIBIOTEPHOMN
uadopmarmn  u  cucteM. OHH  HUCHONB3YIOT  KOMITBIOTEPHBIE  TEXHOJIOTHH
KaK WHCTPYMEHT, CPEACTBO WM MOpeAMeT mnpectyrieHus. K OCHOBHbIM BuaaM
OTHOCSITCS HEMPABOMEPHBIN JOCTYN K WH(OpPMAIUU, CO3MaHUE W PACIPOCTPAHEHUE
BPEIOHOCHBIX MTPOTrPaMM, HAPYLIEHUE MPABUIT SKCIUTyaTallid KOMIBIOTEPHBIX CUCTEM
W HEMPaBOMEPHOE  BO3JCHCTBHE HA  KPUTHUYECKYI0  HH(MOPMAIMOHHYIO

uHDPACTPYKTYpy. OTH NPECTYIUICHUS XapaKTEPU3YIOTCS BBICOKOM JIATEHTHOCTBIO,

I Dkcapxonynmo A. A. Kpumunanuctuka: yue6. mms  By3oB/ A. A Dkcapxomyo,

H. A. Makapenko, P. U. 3aitnymua. M.: U3natenscrso FOpaiit, 2025. C.230.
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TPaHCTPAaHUYHBIM XapaKTepoM, OBICTpoM TpaHchopMammer crnocoOO0B COBEPIICHHS

¥ BO3MOKHOCTBIO MPUUMHEHUS 3HAYHUTEIILHOTO yIiepoa.

§ 2. KpuMuHaucTHueckasi XapakTepuCcTHKA MpecTyILieHuil B cepe

KOMIbIOTEPHOI nH(popManuu

LleHTpanbHytO poOJib B COBPEMEHHOM OOIIECTBE WIPAET CTPEMHUTEIBHOE
pa3BuTHEe HWH(POPMAIMOHHBIX TEXHOJIOTHH, BBIUMCIUTEIIPHOW TEXHWKH M CETCBOM
WHQPACTPYKTYPHI, a TaKKe WX TIIyOOKas WHTETpaIus BO BCe cephl UenoBeUECKOU
nesaTenbHOCTH. OMHAKO TEXHOJOTHUYECKHH TIPOTPecC, Hapsay C TMO3WTUBHBIMUA
W3MCHEHHUSAMHU, CO3MaeT W  HOBBIE BO3MOXHOCTH IS 3JIOYMOTPEOaeHUs
WH()OPMAITMOHHO-TEIICKOMMYHUKAIIMOHHBIMU TEXHOJIOTUAMH B TIPECTYIMHBIX TENSX,
CHOCOOCTBYSl  YCIIOKHEHMIO W COBEPIICHCTBOBAHWIO METOJOB  OpPTraHH3alNH
KHOEPIPECTYMHOCTH. B CBSA3M ¢ ATUM, KpUMUHAIACTUYECKANM aHAIN3 TIPECTYIICHUN
B cdepe xommbpioTepHON wWHpOpMamuM TPeOyeT KOMIUIEKCHOTO TOAXO0/a,
YUHTHIBAIOIIIETO HE TOJIEKO TEXHUYECKHUE 0COOCHHOCTH,
HO W SBOJIIONAOHUPYIONIYIO THIIOJIOTHIO TMPECTYMHUKOB, WX TAaKTUKY W CTpPaTeTHd
B KuOEpmpoCTpaHCTBE, B dYacTHOCTH, B cetu Mutepuer. [lna sddexktuBHOTO
paccienoBaHds HEOOXOJAWMMO YCTAaHABJIWBATH MPUUMHHO-CIICCTBEHHBIC CBS3H
B 1u(poBOi cpene, pa3padarbiBaTh METOJBI TMOJYYCHHUS W aHAIHM3a SJICKTPOHHBIX
(poBHIX) JIOKa3aTENbCTB, COBEPIIECHCTBOBATh MEXaHU3MBI pO3bICKa
MOI03PEBACMBIX B 00€CIIEUNBAaTh HEOTBPATUMOCTD IOPUINUYECKON OTBETCTBECHHOCTH
3a JaHHbIE TpecTymuieHus. Kpome TOro, KpUMHHAIMCTHAKA JODKHA TPOAKTHBHO
pearmpoBaTh Ha TIOCTOSHHO  MEHSIOMMWWCA  JaHmmadT yrpo3 W HOBBIC
TEXHOJIOTUYECKHUE BBI3OBHI, pa3padarbiBas aJeKBAaTHBHIC WHCTPYMEHTHI W METOIUKH
MPOTUBOJECUCTBUA.

Nmenko E.II. oTmeuaer pa3MbiBaHWE TpaHUL MEKIY PEATBHOCTHIO
U BUPTYAJIbHOCTHIO, MHPOM MATECPHUAJBHBIX OOBEKTOB W wWH(pOpPMAIAWA, OHJIANHH

1 odaiiH IeITeIbHOCTHIO, COMMATBHON W KuOepCpeaoi KaK OTIUUUTEILHYIO YEPTY
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COBPEMEHHOCTH . Pazsutne nH(pOPMAITHOHHBIX TEXHOJIOTUH MPUBEJIO
K CyImecTBeHHOW TpaHchopmarmu obpaza JKM3HHM  4eloBeka.  [loHsTHe
«KHOEPIPOCTPAHCTBOY, M3HAYAIBHO BBEJACHHOES NIHUcaTeaeM-(paHTACTOM YHUIbIMOM
I'nbconom B 1982 romy, omuchiBaeT BHUPTYAJbHYIO PEaIbHOCTH, CYIIECTBYIOIIYIO
BHYTPH KOMITBIOTEPHBIX CETEH W JOCTYMHYIO JJIS YEJIOBEUECKOTO B3aUMOJACHCTBUS.
['uGcon B CBOMX MPOM3BEACHHIX HCCIICIOBA CIOXKHBIE COIMaabHO-(pmiocodckue
W TICHXOJIOTHYECKHE  BOIPOCHI, CBA3aHHBIE C  HMHTErpalMed  4eaoBEKa
B TEXHOJIOTHUECKYIO CPEAy, MHOTHE M3 KOTOPBIX 0 CUX MOP aKTUBHO OOCYKIAIOTCA.
XOTd TOYHOTO, YHHBEPCAIBHO TMPHUHATOTO OMNPEACICHUS KHOEpPIPOCTPaHCTBA
HE CYIIECTBYET, 3TOT TEPMUH MPOYHO YKOPEHUJICA
B HOPUAWYECKONW, KPUMHWHAIMCTAYECKOWM W HAaydyHOUW jutTeparype. Ero mmpokoe
pacnpocTpaHeHWEe M HWHTYMTHBHOE ITOHMMAaHHWE OOYCJIOBJICHBI HE TOJIBKO Hay4dHO-
(haHTaCTHYECKUMH NMPOU3BEACHUAMH [ MOCOHA, HO M BIMSHUEM MAacCOBOM KYJIBTYPHI,
a TaKkKe aKTUBHBIM OOCYXJACHHEM OTOHW KOHIEHIMA B HAy4YHOM COOOIIECTBE.
KubeprpocTpaHcTBO CeroaHs TMOHMMAETCsA KakK CIIOKHas, AWHAMWYHAsA cpena,
€ TPOUCXOIIT KOMMYHMKAIIMM, KOMMEPUECKHE ONEpaluy, MOJATHYECCKUE
JACKYCCUM W MHOXKECTBO JAPYTHX BHJOB JEATEIBHOCTH, TMPEACTaBIAsS CcoOoi
HEOTHEMJIEMYIO YacTh COBPEMECHHOM KM3HM. FMMEHHO »Ta MHOrOrpaHHOCTH
U TMOCTOAHHAS HBOJIIONUA KUOCPIPOCTPAHCTBA JACHAIOT €r0 OMNPEISICHUE CTOJIb
CJI0KHOM 3a1aueii’.

B Teopum omnepaTHBHO-PO3BICKHOW  AEATEIBHOCTH  KHOEPIPOCTPAHCTBO
MpEeACTaBIsAeT COOOM JUHAMHUYECKYI0 BHUPTYaJIbHYIO Cpedy, TJ€ Pa3BHUBAIOTCS
00IIeCTBECHHBIC OTHOIICHHS, TECHO IEPCILNICTCHHBIC C (PH3WUESCKMM MHPOM uepes3
AKTUBHOC B3aMMOJICHCTBHAE MOJIb30BATENIEH CeTH VIHTEpHET M HCIOJIb30BAHUE
HH(POPMAITMOHHBIX PECYPCOB.

KubeprnpocTpaHCTBO MOXXHO  OMNPEETNTh KaK KOMIUIEKCHYIO CHCTEMY,

BKJIFOUAIONYI0 MH(OPMAIMOHHBIE TEXHOJIOTHH, ceTh U HMHTepHeT, (popMHpYIONIYIO

I Umenko E. I1. O TexHOMOTHH HUCKYCCTBEHHOT'O MHTEJUIEKTa B KpuMuHajmcTuke // 30 jet
ropunuaeckoit Hayku Kyol'AY. Kpacnonap, 2021. C. 377.
2Tubcon Y. ®. Unopy / Yunbsam I'ubcon. Ex6: V-@axropus, 2003. C. 129.
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BUPTYAJIbHYIO PEATIbHOCTh, MOCTOSHHO TE€HEPUPYEMYIO U 3BOJIIOLUOHUPYIOIIYIO
Onmarojapss B3aMMOJCHCTBHIO TMOJB30BATENEH M PA3BUTUIO  TEXHOJIOTMYECKUX
WHCTPYMEHTOB. B 3To#l cpene NpoOUCXOAUT HENPEPHIBHBIA OOMEH PpPa3IMUHBIMU
BHUJIAMU JAHHBIX B PEKUME PEATbHOTO BPEMEHH.

Cornacio onpeaeneanio  A. A, Dal3y/yiMHONW, KPUMHHAIUCTHUYECKAS
XapaKTEPUCTHKA MTPECTYIUICHUH B chepe KOMIBIOTEPHON HH(POPMAITAN MTPEACTABIIACT
co0oif  MH(POPMAIMOHHYIO MOJENb, OTPAKAIOIIYID COBOKYIHOCTh KJIFOUEBBIX
MPU3HAKOB MPOTUBOMPABHOTO JEAHUS, HEOOXOAUMBIX JJIsi €ro PacKpbITUA
W PaccieOBaHUs. JTa MOJAEIb BKIKOYAET TUITOJIOIMYECKUE OCOOEHHOCTH JTUYHOCTH
MPECTYITHAKA W €r0 MOTHBHI (Hampumep, (UHAHCOBAS BBHITOAQ, HACOJOTHUECKUC
yOeKIEHUsA),  MPOCTPAHCTBEHHO-BPEMEHHBIE  XAPAKTEPUCTUKH  COBEPIICHUA
npectymieHuss (Hanpumep, DDoS-ataka, ocymiecTBiasiemMas W3 Pa3HBIX CTpPaH
U AJIALIASACS HECKOMBKO THEH), a TAK)KE CMOCO0 COBEPIICHUS MPECTYMICHUS C YIETOM
cnenupUUeCKNX TEXHUUYCCKUX JeTajieii (HampuMep, MCIOIb30BaHUE OMPEACIICHHOTO
BpeaOoHOCHOrO 110 WIn yA3BMMOCTH B CHCTEME OE30MACHOCTH)! .

JInyHOCTH MPECTYMHUKA ABJISIETCSA LEHTPAIbHbIM AJIIEMEHTOM
KPUMUHAJIMCTUUYECKON  XapakTepUCTHKU.  PacnpocTpaHEHHOE  MPECTaBJICHUE
O TPECTYMHUKE KaK O Xakepe, 00JIaalolIeM BBICOKUM YPOBHEM KOMIIETCHIUH
B 00JJaCTU KOMIIBIOTEPHBIX TEXHOJOTHH, HE OTPAX]AeT MHOTOTPAHHOCTh JAHHOTO
(denomena. B yclOBHSAX CTPEMHUTENBHOTO Pa3BUTHS NH(PPOBBIX TEXHOIOTHN
U TOBCEMECTHOW KOMMBIOTEPHU3ALMKU OOIIECTBEHHBIX OTHOIICHUHN, HCCAEIOBAHUE
JUYHOCTH KHUOEPIPECTYMHUKA CTAHOBUTCS BCe 00Jiee BAKHOM 3a/1aUeH.

[ToHumMaHue MOTHUBAIIMK, YPOBHS TEXHUUYECKOW TMOATOTOBKM U METOJOB,
UCIIOJIB3YeMbIX JTHMH JIMIIAMH, KpaiiHe HeoOoxoauMo a3 PEeKTHBHOTO

MPOTUBOJEHCTBUA KuOepnpecTtymHocTH. Knaccudukamms kuOepnpecTymHHUKOB 110

I @aiisynniuaa A. A. K Bompocy O COOTHOLIEHHM MOHSTHH «KPUMUHAIACTHUECKAS

XapPaKTEPUCTHKA TPECTYIUIEHUI» W «CIenCTBeHHast curyauus» // MHHOBanmoHHas Hayka. 2024.
Ne 2. C. 140.



20

YPOBHIO WX TEXHUYECKOW KOMIICTCHIIMA TO3BOJISIET 00Jieeé TOYHO OMNPEICITUTD
NOTEHIMAIBHBIE YTPO3BI U Pa3paboTaTh COOTBETCTBYIOIME CTPATETMHU 3aIUTHI .

MOHO BBIACTATH TPH OCHOBHBIE TPYTITIHL

1. Jlumia ¢ pa3HBIM ypPOBHEM TEXHUYECKHX HABBIKOB, KOTOPHIE HE 3aHUMAIOTCS
CHUCTEMATHYECCKOW  MPOTHUBOTPABHOW  JEATEIBHOCTHIO B KHOEPIPOCTPAHCTRBE.
Hx npecTyrieHus MOTYT OBITh CBSA3aHBI ¢ HEOCTOPOKHOCTHIO, CITYJAHHBIM JTOCTYTIOM
K 3anpenieHHod wWHGOPMAuk WA SAWHUYHBIMA STH30/IaMH  MOIIICHHAYECTRA.
Motusarus B TaKHUX CITyqasix MOXET OBITH Pa3TUIHOM,
OT TPOCTOTO JOOOMBITCTBA /IO CHIOMHUHYTHOM BBITOMBI. OMAaCHOCTh 3TOM TPYIIITHI
3aKTIOYAECTCS B OONIBIIOM  KOJIMYECTBE  MOTCHITHAIBHBIX  HAPYIIHTEICH
Y HETIPEACKA3YEMOCTH UX JEUCTBUM.

2. CucteMaTHYeCKNE HAPYIIIATETN C HU3KAM HJTH CPETHAM YPOBHEM HABBIKOB —
3Ta TpyNma TMPEACTaBIsIeT OONBITYI0 yrpo3y, TaK Kak €€ TMPeACTaBUTENN
IeJICHANPaBIICHHO 3aHUMAIOTCS MIPOTHUBOTIPABHOMN JESATEIHBHOCTHIO
B KHOEPIPOCTPAHCTBE, YACTO B COCTaBE OPTaHW30BAHHBIX MPECTYIMHBIX TPYIIIL.
HecmoTps Ha OTHOCHTENFHO HEBBICOKHI YPOBEHb TEXHMUECKHUX HABBIKOB,
OHH UCTIOJIE3YIOT TOTOBBIC MHCTPYMEHTHI M METOBI, PACIIPOCTPAHSIEMbIC B TAPKHETE,
YTO MO3BOJIAET UM coBepinars ¢ummar, DDoS-araku, pacnpocTpadiaTh BpeAOHOCHOE
1O u 3aHUMATHCS IPYTUMHA BUJIAMHA KHOCPIPECTYTIICHUH,
Hx moTuBamus, kKak MpaBHIIO, CBI3aHa ¢ (PMHAHCOBOM BBHITOIOM.

3. BricokokBamu(pUIMPOBAHHBIE KHOCPIIPECTYMTHUKKA — HanWOoJiee oOrmacHas
rpynmna, COCTOSIas W3 JIMI C BBICOKAM YPOBHEM TEXHHUECKOW KOMIICTEHITUH.
Onu cnocoOHbI pa3padaTbiBaTh COOCTBEHHBIC YHUKAIBHbIE BPEIOHOCHBIE MPOTPAMMBI,
B3JIaMbIBATh  CJIOKHBIC CHCTEMBl 3alllATBI W TPOBOJAUTH  CJOKHBIC aTaKH.
Hx mMoTuBamus MoOKeT OBITh Pa3IMIHOM, OT (PMHAHCOBOW BBITOJIBI IO TOJTHTHYECKHIX

WJIM UACOJOTHUECKHUX LIEeNIeH. BrIsABICHNE U TPECEUCHUE ACATETBHOCTH 3TOW IPYyMIIbI

! ®umunnos A. T'. KpumuHamucTudeckas MeTOAuKa: yueb. mocod. ans By3oB /

A.T'. ®ununmos [u ap.]. M.: FOpaiit, 2025. C. 178.
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TpeOyeT BBICOKOH  KBaTU(UKAIIMK  CIENUATUCTOB 10  KuOEepOE30macHOCTH
Y IPUMEHEHUS TIEPETOBBIX TEXHOJIOTHHA.

Takum o00pa3om, W3ydeHHE KaXAOW M3 STUX TPyNn KHOCPIPECTYITHHUKOB,
X CHenu(puuecKnX XapaKTePUCTHK W METOAOB PAOOTHI, SBISAETCA KPHUTHUCCKH
BaKHBIM JUTS Pa3paboTku 3(PpHEKTHBHBIX MEP TMPOTHBOACHCTBHUSA KHOCPIIPECTYIMTHOCTH
1 obecneueHUs 0€30MacHOCTH B IU(PPOBYIO ATIOXY.

B 3aBucuMocTH OT 1efieli U MOTHBAIMK BBIJCISIOTCS CIEAYIOMNAE KaTETOPHH
KHOEPIPECTYITHUKOB

1. @puxepsl, cTpeMsmmecs K  HECAHKIIMOHUPOBAHHOMY  JOCTYITY
K WH(OPMAITMOHHBIM CHUCTEMaM, BeO-pecypcaM M YUECTHBIM 3aIACAM TOJIb30BATEIICH,
JNEHCTBYST 1O  3aKa3y WJIA  PYKOBOJCTBYSCh  MOTHBAMH  Pa3BIICUCHUS
¥ COBEPIIICHCTBOBAHUS TEXHUUECKUX HABBIKOB.

2. KubepreppopucThl, HCHOB3YIOMMKE KHOEpaTakd id JIeCTaOWIH3aIiiu
W HaHeceHua ymepda oObEKTaM  HaIMOHAJIBLHOM  OE€30MacHOCTH, TaKUM
KaK TOCYMAapCTBCHHBIC YUPEKICHUA W OOBEKTHl KPUTHUECKOW HWH(OOPMAITMOHHON
HHPACTPYKTYPHI.

3. Kpokepsl, OCYIIECTBISIIONINE HECAHKITMOHMPOBAHHOE TPOHUKHOBECHHE
B KOMIIBIOTEPHBIE CUCTEMBI C UCITOJIb30BAHUEM CTICTIHATM3UPOBAHHOTO TIPOTPAMMHOTO
obecrnieyeHus.

4. Pa3paboTumku BPEIOHOCHOTO MPOrPaMMHOTO obecrnieueHus
(BUpyCOTHMCATENN), CO3JAIONINE BPEAOHOCHBIC MPOTPaMMBI (BHPYCHI, TPOSHCKHE
mporpaMMbl ¥ Ap.) JUISl TOJYYEeHHs] J0CTyna K WHOOpPMAIu, HapyIIeHUsI
¢dhyHKIIMOHUPOBaHNS HH(POPMAIIMOHHBIX CHCTEM WJIH PEATM3allii Ha TEHEBOM PBHIHKE
MPOTrPAMMHOTO O0ECTICUCHUS (JIAPKHET).

5. Oumepsl (pumMHTEPHI), COBEPIIAIONTAE MOIICHHUYECKHE JCHCTBUSA

C HCIOJb30BAHHUCM JJICKTPOHHBIX CPCACTB KOMMYHHKAIIMH (3H€KT’pOHHaH Imoydra,

! Kucenes A. C., T'opbynosa K. A. OcoOEHHOCTH KPUMMHAIMCTHYECKOH XapaKTepUCTHKH
npecTyruieHuil B cdepe KommbroTepHOH uHpopManuu // AKTyaibHble NPOOIEMbI TrOCyIapCTBa
u npasa. 2023. C. 370.
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COIMAJTbHBIE CETH) JUIS TOJNYYCHHS AO0CTyNna K KOH(pHWICHIMaIbHOH WHGMOpMAaIu
1 (DMHAHCOBBIM CPEJICTBAM KEPTB MyTEM OOMaHa.

6. Kapnepsl, crnenuanv3upyronuecss Ha XWIMICHWH (DUHAHCOBBIX JTAHHBIX
MOCPE/ICTBOM B3JIOMa OAHKOBCKHX CHCTEM W WHTEPHET-Mara3wHOB, TOJydas TOCTYII
K OAHKOBCKHM CUETaM, HOMEpaM KPEAUTHBIX KapT W IPYTUM TUTATCKHBIM JaHHBIM.

7. bor-macTepa, MCnoNb3yromue OOTHETH (CETH 3apaKeHHBIX KOMITBIOTEPOB )
JUIsi  TIpoBeJeHMA KuOepaTak, pacnopocTpaHeHus BpeaoHocHoro I1O, arak
Ha BEO-peCcypChl U JOCTHIKECHUS JPYTHX TENCH.

Crioco6 coBepinieHrs TPECTYIUICHHS B chepe KOMMBIOTEPHONW WH(OpMaIiy,
cormacHo BexoBy B.b., mnpencraBnser co0oii 0OOBEKTMBHO W CYOBEKTHUBHO
00yCTIOBIIEHHYIO CHCTEMY NEHCTBUI CyObEKTa 10, BO BPEeMs U MOCJE COBEPIICHUS
npecTyiieHus'.  OTa  CcHCTeMa  OCTaBAeT  CIEIbl,  aHAIM3  KOTOPBIX
KPUMHHAJTUCTHUCCKAMHA ~ METOJaMH  TIO3BOJISIET ~ PEKOHCTPYHPOBATh  COOBITHE
MPECTYIUICHUSI, OCOOCHHOCTH TIOBEICHUS TPABOHAPYIIUTENS, €ro JIMYHOCTHBIC
XaPaKTEPUCTHKH U OTPEIICIUTh ONTUMATHHBIC CTPATETHH PACKPHITHS MPECTYTUICHUS .
B nacrosmee Bpems mpectyiuieHus B cepe KOMIBIOTEpHOH WH(GOPMAIIMHA BHIXOIAT
32 paMK{ BHUPTyaJIbHOTO mpocTpancTtBa. OtaenbHble BHABI BpeaonocHoro [10
CocOOHBI HE  TOJNIBKO  BO3ACHCTBOBATH HAa  HWH(GOPMAIMMOHHBIE  CHUCTEMBI,
HO W OKa3bIBaTh HEMOCPEACTBEHHOE BIMSIHUE HA (PU3UUECKUE OOBEKTHI.

CocrtaB cnoco00B COBEPIIEHUA KOMIBIOTEPHBIX MPECTYIICHUI MHOTO00pa3eH
¥ BaphUPYETCA B 3aBUCUMOCTH OT M300PETATEIbHOCTH, TEXHHUECKOW OCHAIIEHHOCTH,
MOTHBAIIAN, HHTCJUICKTYJIbHBIX CIIOCOOHOCTEH W YPOBHS MOATOTOBKH MPECTYITHHUKA.
[IpeacraBuTh  WCUEPIBIBAIONMA  MEPEUEHb  BCEX  BO3MOMKHBIX  CIOCOOOB
3arpyaHATEIRHO. Cpean pacpOCTPAHEHHBIX METOIOB MOYKHO BBIJCITUTS:

1. Coznanne u pacnpoCTpaHEHUE BUPYCOB, UEPBEH, TPOSHCKUX MPOTrpaMM,
mmuonckoro [10 ayia momydeHuss KOHTPOIIA HaJl KOMIBIOTEPHBIMEA CHCTEMAMH.

2. Ucnionb3oBaHWe METOOB COIMAIBHON WHXKEHEPHUH W (PUINMMHTOBBIX aTak

JUTS TIOJTyYeHUsT KOH(PUACHIMATEHON HHGOPMAITIH,

! Bexop B. Bb. KowmmbioTepnbie mpectymienus. CrnocoObl COBEpLIEHHS, METOAHKH

paccnenosanusi. M.: IlpaBo u 3axon, 1996. C.12.
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3. HecaHKIIMOHMPOBAHHOE MPOHUKHOBEHHUE B KOMIIBIOTEPHBIE CETH C LEIbIO
MOJIYUCHHS] J0CTyna K JaHHBIM WIH HapyHmieHus WX (PyHKIHMOHUPOBAHUA.
Tak, 12 wmrona 2023 roga HEWM3BECTHBIM, HAXOASACh B HEYCTAaHOBJICHHOM MECTE,
VMBIIUJICHHO, peajiu3ysl NPECTYNHBIA YMbBICET HAa HEMPAaBOMEPHBIA  JIOCTYM
K OXpaHsAEMOH 3aKOHOM KOMMBIOTEPHOW WH(MOpMAIMH, ACHCTBYS W3 KOPHICTHOW
3aMHTEPECOBAHHOCTH, HE3aKOHHO MPOHUK B JIMUHBbIA kaOuHeT «l'ocycayr» rp. b.
06e3 e¢ BemoMa W MyTEM HEMPABOMEPHOTO KOMUPOBaHWSA WH(POPMAIAWA, 2 WMECHHO
06HOBHIM cripaBKy 2-HJIDJI, mpocMOTpenn KpeauTHYIO HCTOPHIO .

4. Kpaka JMYHBIX JAaHHBIX TIOJB30BaTeNiCh, BKIIOYas  (PUHAHCOBYIO
uH(}OPMAITHIO, TAaPOJIN U APYTYIO KOH(PUACHIMATIEHYIO HH(POPMAITHIO.

5. Kubepmmuonax — c6op mHGOPMAIAH ¢ TOMOIIBIO KOMIBIOTEPHBIX CHCTEM
C LENbI0 TIOJYYEHHUS] KOHKYPEHTHBIX TMPEUMYIIECTB WM Pa3BEAbIBATECIIbHOM
uHdopMaIm.

6. KubepreppopusMm — araki Ha  KPUTHYECKYKD  HH(MOPMAIMOHHYIO
WHQPACTPYKTYPYy WM 3aXBAaT KOMIBIOTEPHBIX CHUCTEM C TEIbI0 HAHECCHHS ymiepOa
WJIM HApYIICHUS 00IECTBEHHON O€30MaCHOCTH.

PazBuTHE TEXHONOTUH U CETU UHTEPHET CIIOCOOCTBYET MOABJICHUIO HOBBIX YTPO3
U COBEPIICHCTBOBAHHUIO METOJ0B KuOepnpecTynmHUKOB. COBpEMEHHBIE METOMIbI
HECAHKIIMOHWPOBAHHOTO JOCTyma K wWH(popManud Ha CcMapTPoHaxX BKIIOYAIOT,
HalpuMep, CO3JaHNE WCKYCCTBEHHBIX OTMEYATKOB MAJIBIEB I ayTeHTH(HUKAIUH.
[TporpammHbIe METO/IbI OXBaTHIBAIOT pa3padoTKy, pacnpocTpaHeHue
W Hcmonb3oBaHue BpemoHocHoro 110, wmomudwmkammio germrumaoro 10
¥ €T0 MCIIOJIE30BAHUE B NPECTYMHBIX LEJIAX,

Cratbs 273 YK PO  onpeaenser  BPEAOHOCHYKO  MPOrpaMmy
KaK KOMIIBIOTEPHYIO WH(POPMAITHIO WK TIPOTPAMMY, CITOCOOHYIO HE3aKOHHO YIAIATh,
OIOKUPOBATHh, MOAU(PHUITUPOBATH WM MOXUIIATH MUGPOBYIO WH(POPMAITHIO, a TaKKE

HEWTPaIN30BaTh CPEACTBA 3AIMTHl KOMIIBIOTEPHOM HH(OPMAIIUH.

' Vronosnoe nemo Ne 1-859/2023 mo oOBuHeHuro B. B coBeplieHMH NPeCTYyIIEHUs,

npeaycmotpernoro 4.1 cr. 272 YK P® // Apxus Crepauramakckoro ropoackoro cyaa Pb.
Anexcannpos WM. B. Kpumunamuctuka B 5 1. Tom 5. Meroguka paccrieqoBaHus
npecTyruieHuit: yaed. mis By3os. M.: Usnatensctso FOpaiit, 2025. C. 178.
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BrisicHeHne O0OCTaHOBKM COBEPIIEHUA MPECTYIUICHUSA, BKIIOYAs MECTO
U BpeMs, SIBJIACTCS BAXKHBIM 3JIEMEHTOM PAacCieAoBaHUsA JIHOOOTO MPECTYIJICHHUS,
B TOM 4HuCle U B cdepe KoMmmbioTepHOW mH(popManun. OMHAKO YCTAaHOBIICHHE 3THX
MapaMeTpoB B KOHTEKCTE KUOEPNPECTYIJICHUH MPEJACTABIACT OCOOYIO CII0XKHOCTD,
O00YCJIOBJICHHYIO BUPTYAJbHBIM XapaKTEPOM JCAHHS, MOTCHIMATbHBIMU >KEPTBAMU
KOTOPOT0 MOTYT ObITh KaK OTACJIbHBIC JIMI[A, TAK U TOCYIApCTBA. JTO 00YCJIAaBINBACT
cnenuUUeCKuid OIX0/T K OTPESTICHUIO MECTa COBEPITICHHUS MPECTYIICHUSA B chepe
KOMIIbIOTepHOH wmH(popManuu. J[aHHBIE O MeCcTe W BPEMEHH COBEPIICHUS
MPECTYIUICHUSI KPUTHYECKH BAXKHBI Il YCTAHOBJIEHHWS TNPUYUHHO-CIICICTBEHHBIX
CBA3EH U JI0KA3aTEIbCTBA MPUYACTHOCTA OOBUHIEMOTO.

[Tocranosnenune Ilnenyma BepxoBHoro Cyaa P® or 15 nexabpsa 2022 r.
Ne 37! paswscHseT, 4TO MECTOM COBEPIIEHHA KMOEPIPECTYIUICHUS CUMTAETCS MECTO
(hakTHUECKOTO  OCYIICCTBIICHWA  TMPECTYNmHBIX  AciicTuil.  Mcmomb3oBanue
VPN-cepBUCOB 3HAQUUTENIBHO 3aTPYJIHSAET YCTAHOBJIECHHE MECTA COBEPIICHUA
npectymieHuss. KpoMme TOro, Tekymas TEONOJUTHYECKAs CUTyalus OCJIOKHSET
MEXKIYHAPOIHOE COTPYAHHUECTBO B cepe HSKCTpaguIuu JIMI, TMOA03PEBACMBIX
B COBCPILICHUM MNPECTYIUIEHHH TPOTUB rpaxaaHn Poccuiickoir @Denepanum.
VYcTaHOB/ICHHE BPEMEHU COBEPIUICHUS KUOCPIPECTYIUICHUS TaKXKE COMPSKEHO
¢ ompeneneHubiMu TpyaHocTsamMu. B.B. TlonsgkoB oTMedaeT 3aBUCHMOCTH PpadOTHI
HEKOTOPBIX TPOTPAMM OT BPEMEHH, YCTAHOBJIEHHOTO Ha KOMITBIOTEPE, KOTOPOE MOKET
ObITh U3MEHEHO 3JIOYMBIIUICHHUKOM. OnpeaeneHue TOYHOTO BPEMEHU COBEPIICHUS
MPECTYIUICHUSA ~ 3aTPYAHSAETCS  OTCYTCTBHEM  CHHXPOHHM3AallMM IO  BPEMEHH.

CnenoBarenbHO, KUOEPOPECTYIUICHUS MOTYT OBITh COBEPIICHBI B  JIH0OOE

' O nexoTophIX Bompocax CyneOHOI MPaKTUKU MO YTrOJOBHBIM JAelaM O MPeCcTyNIeHUsX B
chepe KOMIBIOTEpHOW UH(DPOpPMALMK, a TaKKe WHBIX MPECTYIUICHUSAX, COBEPIICHHBIX C
HCTIOJIb30BAHNUEM 3JIEKTPOHHBIX WM HH(POPMAIMOHHO-TEIEKOMMYHHUKALMOHHBIX CeTeH, BKIFOYast
cetb «MHTepHeT»: nmocranosnenue Ilnenyma BepxosHoro Cyna P® ot 15.12.2022 Ne 37. URL:
http://www.consultant.ru. (mata obpammenus: 12.05.2025).
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BpEMsI CYTOK, B 3aBUCUMOCTH OT LIJICH, TOTPEOHOCTEH U TEXHUUECKHUX BO3MOKHOCTEH
IPECTyNHUKA' .

[IpecTymnenns B chepe KOMIMBIOTEPHOH HHGOPMAITHH XapaKTEPU3YIOTCS PAIOM
crenu(pUISCKIX 0COOEHHOCTEH: MPECTYIJICHUS COBEPIIAIOTCA
B KHOEPIPOCTPAHCTBE, Cpeae, W3HAYAIBHO JIUIIEHHOW (PU3NIECKUX OOBEKTOB.
Tak, kpaka HaHHBIX C CEpBEpa KOMIIAHWHU MPOUCXOIUT B BUPTYaJIbHOU cCpee,
XOTS TOCJICACTBHS MOTYT UMETh BIOJTHE PEaTbHBIN XapakTep ((hHHAHCOBBIE TIOTEPH,
penyTaMOHHKIN yiiep0);, HEOOXOAUMOCTh MPOBEACHUS KOMITBIOTEPHO-TEXHUIECKOH
AKCOEPTU3bI, ISl ONpeAeeHUs ucTounnka DDoS-artaku cnenuannucTbl aHaTU3UPYIOT
CETEBbIC MPOTOKOJIBI U JIOTH CEPBEPOB. ITa SKCHEPTU3A BKIKOUACT U3YUCHUE KECTKUX
JTMCKOB, CETEBOTO TpaduKka, MPOTPAMMHOTO O0ECIeUEHU W APYTHX KOMIIOHCHTOB
KOMIMBIOTEPHBIX CUCTEM; KUOEPIPECTYNMHOCTh OXBATHIBACT MIMPOKHUIN CHEKTP JACAHUM
(xakepcTBO (B3JIOM aKKAyHTOB), pacrpocTpaHeHue BpeaonocHoro [10 (Bupycos,
MPOTPAMM-BBIMOTATENEH ), KHOSPMOIIIEHHUYECTBO ((DUIITHHT), HAPYIIICHUE aBTOPCKUX
npaB B MNU(POBOH cCpene W APYrue NPECTYIUICHHS, MPETYCMOTPEHHBIC TJIAaBOH
28 YK P®); nucrionp3oBanve nHYOPMAITHOHHO-TEJICKOMMYHUKAITMOHHBIX TEXHOJIOTHMA
B Ka4eCTBE HMHCTPYMEHTA JUISI COBEPIICHHS JPYTWX MPECTYIUICHWHA (B3JIOM 0asbl
JAHHBIX KJIUCHTOB OaHKa JJid TOCJCAYIOIIEr0 XHWIIECHUS JICHEXKHBIX CPEICTB
CO CYETOB, TEM CaMbIM JTO YCIOXHSIET KBaTU(PUKANMIO JCIHUS ©  CcOOop
JIOKA3aTeIbCTB); KUOEPIPECTYIUICHUSI MOTYT COBEPIIIATHCSA M3 JIIO00H TOUKH MHpa
U ObITh HaIpaBJICHbl MPOTHB KEPTB B APYrMX CTPaHAX, pacciaeoBaHue TpeOyeT
OT TMPABOOXPAHUTEJIbHBIX OPraHOB CHELUAJbHBIX 3HAHWUN W HABBIKOB B 00JIACTH
WH)OPMAITMOHHBIX TEXHOJIOTHH, TTOCKOJIBKY METOIBI KHOEPIPECTYMTHUKOB MOCTOSTHHO
ABOJIIOLIMOHUPYIOT, TaK JJisf aHajiu3a BpeaoHocHoro 10 TpeOyroTcd cnenuaiucTsi,
obnanaronire riyOOKHUMU 3HAHUSAMU B 00J1aCTH MPOrpaMMUPOBAHUA M aHAIM3a KOJa;
JIOKA3aTeIbCTBA MO KUOEPIPECTYIICHAAM — 3TO SJICKTPOHHBIE CEABI (AIEKTPOHHO-

udpoBBIC CIEABI), HAPUMEDP, JIOTH CEPBEPOB, AJICKTPOHHAS TMEPENHCKA, CETEBBIC

! Tonsxoe B. B. O6cTaHoBKa cOBepIIeHMs] NpPECTyIieHHil B cdepe KOMIbIOTEpHON

uHpOpPMALMK KaK 3JIEMEHT KPUMUHAIUCTHYECKON Xapakrepuctuku // M3Bectwst Anraiickoro
rocyaapcTeeHHoro yuusepcurera. 2013. C. 114,



26

JaHHbIe, UCTOpUa Opaysepa. Mx cOop, aHanuW3 U IPEACTaBICHHUE B CyAe TPeOyioT
CHEIUANBHBIX METOJIOB M HHCTPYMEHTOB, TPOTUBOJCHCTBIE KHOESPTPECTYITHOCTH BO
MHOTOM OTIMPACTCA HA MMPEBEHTUBHBIE MEPHI.

KpumunanmvicTrueckas XapakTepuCcTHKA IPECTYIICHHUH B chepe KOMITBIOTEPHOM
uH(opMaIu BKIIOYAET COOP AAHHBIX O JMYHOCTH TMPECTYIMHHKA, CIOCO0e, MecTe
U BPEMEHHU COBEPIIICHUS TPECTYIUICHWS, MOTHBAX W TENAX, HCIOJIb30BAHHBIX
TEXHOJIOTHAX U TIporpaMMHOM obecnieueHnn. KoMmnerenmmu cneaopareneii B 06acTr
WH()OPMAITMOHHO-TEIICKOMMYHUKAIIMOHHBIX TEXHOJIOTHH WrPAlOT KITIOUEBYIO POJTb
B 3((PEeKTUBHOCTH pacciieoBanms. AHATN3 KPUMHHAJTUCTHICCKON XapaKTEPUCTUKH
MO3BOJISIET  BBIABUTH  THIIOBBIE  CIOCOOBI  COBEPIICHHWS  KHOEPIPECTYIICHUN
¥ pa3paboTaTh aACKBATHBIE MEPHI TPOTHUBOICHCTBHA.

BricokokBaM(pUIIMPOBAHHBIE KUOSPIPECTYITHHUKA TNPHUMEHSIOT KOHTPMEPHI
MPOTHUB TPABOOXPAHUTEIBHBIX OPTaHOB, WCMOJB3Ys IMU(POBAHUE, MPOTPAMMBI
YAAJIEHHOTO JO0CTyNa W APYTHE METOBI JUIS 3aTpyIHEHUs cOopa MOKA3aTeNbCTB U
PO3BICKHBIX MeponpuaTnii. KpuMmuHanmucTHueckass XapakTepUCTHKA CIIOCOOCTBYET
ONITAMM3AIMN  TIPOIlecca  PacCieOBaHUS W TPUMECHCHHIO  COBPEMEHHBIX
KPUMHHAJTUCTHICCKHAX METOJIOB U CPEJICTB.

OcCHOBHas CJ0XHOCTb PacCCSA0BaHUSA KUOEPNPECTYIUICHUH 00YyCIIOBIIEHA MX
TEXHOJIOTUUECKON CIIOKHOCTBIO W Ccrenu@ukoit mopsiaka coBepiieHus. JleraapHoe
BBISIBJICHUE ATAllOB M METOJIOB COBEPIICHUS KUOCPIIPECTYIJICHUN SBIIACTCA BAKHBIM

HaIpaBJICHUEM JAJIbHEHIITNX HAYUHbBIX UCCJIEOBAHUN B TAaHHOHU 001acTu.
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I')TABA 2. TAKTUYECKHNE OCOBEHHOCTH NPONU3BOACTBA
CJIEJCTBEHHBIX JENCTBUI IMPH PACCJIEJOBAHUN
MPECTYILUIEHH B COEPE KOMIIbIOTEPHO NMH®OPMAILINH

§ 1. OcobGenHocTH OCMOTpPaA MeCTa MPOUCHIECTBYSI, 00LICKA U BBIEMKH

Ha HauanpHOM 53Tame paccienoBaHvs MPECTYIUICHUN B cepe KOMIBIOTEPHOM
uH}OpPMAITN IEPBOOUYEPETHBIMHI 33JaUaMH SABJISIOTCS OCMOTP MECTa MTPOUCIITECTBHA,
BKJTFOUAIOIIH B ceds OCMOTp KOMIMBIOTEPHOTO 000pyAOBaHUA,
a TakkKe TMPOBEJACHHE OOBICKA W BBHIEMKH C IIEIbI0 OOHapyXeHus, dukcarmn
U W3BATHS KOMMBIOTEPHON WHGpOPMAIMA W TEXHUYECKUX CPEACTB, WMEIOIIHNX
OTHOLIEHWE K  PACCIEayeMOMY  COOBITHIO. JlanHbIft ~ 3TAm  BaXEH,
TaKk KaK KOMMbIOTEpPHAss WH(POPMAIHAS 3aUacTyi0 SBISIETCS HEMOCPEICTBECHHBIM
00BEKTOM MPECTYIHOI0 MOCATaTe/ibCTBA, 4 HEMPABOMEPHbBIA JOCTYN K HEH Tpeldyer
HE3aMEUINTEIBbHON W TPOLECCYaTbHO TIpaMOTHOW (pukcamuu. 310 00YCIOBICHO
BBICOKOW  BEPOSTHOCTBIO €¢  ObicTpo W 0€3BO3BpaTHOW  MOAM(pUKAIIAN
WM YHAUTOXKCHHMS, YTO MOKET MMPUBECTH K O€3BO3BPATHOM yTPATE BAXKHBIX ITU(DPOBBIX
cienoB  mpectymieHuda. OcMOTp MecTa MNPOMCIIECTBUS NPU  pacciaeJOBaHUHU
KOMMBIOTEPHBIX MPECTYIJIEHUH MPUOOPETAET 0COOYI0 3HAUMMOCTh UMEHHO B CBS3H
C TUHAMUYHOCTHIO TMU(POBON CPEbl M MOTESHIIMATFHON BO3MOXHOCTHIO M3MCHECHUS
HUCXOJIHOTO COCTOSIHUSI CETEBBIX OOBEKTOB, YTO MOXKET 3aTPYAHWUTh WM CIENaTh
HEBO3MOKHBIM BOCCTAHOBJIEHUE XPOHOJIOTUU COOBITHH.

B paccnenosannu mpectymieHuit B cepe KOMIBIOTEPHOW WHGOpMAIHH
KPUMWHAJTUCTUUYCCKHA 3HAUYUMOUW wWH(OpMarmeld MOXKeT OBITh IIUPOKHN CIIEKTP
UPOBBIX OOBEKTOB W JOKYMEHTOB. JTO HE MPOCTO HAOOP AJNEKTPOHHBIX JTAHHBIX,
a T€ SJIEMEHTHI, KOTOPbIE HEMOCPEACTBEHHO CBS3aHBl C PACCIEAYEMBIM COOBITHEM
U MOTYT CJIY>KWUTh JIOKa3aTeabCTBAMHU. K TakMM MCTOUHHMKAM OTHOCSITCA, B MEPBYIO

oucpcab, CaMu YCTpOﬁCTBa BEIUMCJIIATCIIBHON TCXHMKH: CCPBCPHI, NCPCOHAJIBHBIC
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KOMITBIOTEPHI, HOYTOYKH, TUTAHINETHI, CMapT(OHBI U APYTHE TAHKETHI, KOTOPHIE MOTJIA
OBITH UCTIOJIG30BAHBI JJIsI COBEPIICHUS WIIH TTOJATOTOBKH MPECTYTUICHHUA.

Kpome Toro, 310 MOryT OBITH HOCHTETH WHOOPMAITH, HA KOTOPBIX XPAHITCS
JAHHBIC. JKECTKUE TUCKH, (PIICII-HAKOMUTENN, a Takke OONauHble XpaHWJIHINA
W JpyTHE BWIBl YyNAJCHHBIX CEPBEPOB. BakHBI HE TOMBKO CaMH HOCHTEIH,
HO W WX coiepxkumoe:. (aiibl pazauiabix (PopMaToB (TEKCTOBBIE TOKYMEHTHI,
n300paXeHus, BUACO, ayn0), MPOorpaMMHoe oOecrieueHue (BKIIIOUasi BPEAOHOCHBIS
MPOTPAMMBI), JIOTH CHCTEMHBIX COOBITHA W TPUIOKEHUW, CETEBBIE JTaHHBIC
(HampuMep, UCTOpUS TOCEIIEHHBIX BeO-caiitoB, [P-ampeca), meramannbie daitnos
(mara co3gaHusi, M3MEHEHWA, aBTOPCTBO), U Ipyrue mudpoBbie apTe(aKkThl, KOTOPHIE
MOTYT YKa3bIBaTh HAa 00CTOSATEIHCTBA PECTYIUICHHS.

KimtodueBbIM MOMEHTOM  SIBJISIETCSL YCTAHOBJICHWE TIPAMOM CBS3M  MEXKITY
OOHapyKCHHBIMU TTU(PPOBHIMH OOBEKTAMH ¥ PACCICAYEMbIM TPECTYTUICHUEM.
Toapko B 3TOM ciiydae OHM TMPHOOPETAIOT CTATYC J0KA3aTEIbCTB U MOTYT OBITh
UCTIOb30BaHbl B cyAaeOHOM mpornecce. [losaromy mpu cbope u aHanmuse umdpoBoit
uHopMaIM  BaXXKHO coOOMIOAATh TPOIECCyalbHBIC HOPMBI W (DPUKCHPOBATh
BCE JIEHCTBUA JIsl 00ECTICUEHUS JOMMYCTUMOCTH TTOTYUEHHBIX TOKA3aTEIbCTB.

[TocnencTBusi MPOTUBONIPABHBIX ACHCTBUI B IU(PPOBOW Cpeae TPOABIAIOTCS
B U3MCHCHHH XapaKTEPUCTUK OOBEKTOB M JIOKYMEHTOB, (popMupys cneruduyeckne
mudpossie cienbl mpecTymieHud. [Ipomecch mowcka, oOHapyxeHus, (pukcanun
¥ UCCJICAOBAHMS 3THX CJICI0B, BKIIIOYAS TOKYMEHTH Ha HETPATUITMOHHBIX HOCHTEIIAX
(HampuMep, B OOTAUHBIX CEPBUCAX ), @ TAKKE UX U3BATAC U OCMOTP, XapaKTEPUIYIOTCS
PAIOM OCOOEHHOCTEH, AMKTYIOIMMX HEOOXOAMMOCTHh TOBBIMICHHON TIATEIIBHOCTH
u MPUMEHEHUS CIIEITHATM3UPOBAHHBIX METOJ/IOB
U MHCTPYMEHTOB TIPH TPOW3BOACTBE JAHHBIX  CJACJACTBEHHBIX JCHCTBUH.
HekoppektHbie  aedicTBUS Ha JAAaHHOM  dSTal€ MOTYT  CKOMITPOMETHPOBATH
JIOKA3aTeIbCTBA U OCTABUTH MO/ YTPO3Y BECH MPOLIECC PACCIEIOBAHUS.

OmHoli ™3 KITOYEBBIX MPOOJIEM B PaAcCiICAOBAHMM  KOMIBIOTEPHBIX
MPECTYIUICHUH ABIIACTCS OMPEIACIICHHE MECTa TIPOUCIIECTBHUSA, KOTOPOE MOXKET OBITh

MHOI'OCOCTAaBHBIM. BBI/II[y MHOTI'OACIICKTHOCTH IIOHATHA «MCCTO COBCPIICHHA
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KOMITBIOTEPHOTO TPECTYIUICHHUS», TOWCK W ¢ukcamus I1udpoBoii wHGOpMAAN
OCYIIECTBIISIETCS HA PA3IMUHBIX OOBEKTAaX, CBA3AHHBIX C MpecTyrieHueM. K Takum
00BEKTaM OTHOCATCS MecTa: 0OpabOTKM M TIOCTOSHHOTO XpaHEHWs WH(OpMaIuy,
MOABEPIIICHCA MPECTYNHOMY MOCATATEeNIbCTBY; MCIOJIb30BAHUS KOMITBIOTEPHOTO
000pYy/IOBaHUS I HEMPABOMEPHOIO JOCTyNa K 3allMIICHHBIM 0a3aM JaHHBIX
WJIW CO3/IaHUS W PACTIPOCTPAHEHUS BPEAOHOCHBIX TTPOTPaMM; XpaHEHHUST MH(GOPMAIIAH,
HE3aKOHHO TMOJIYYEHHON M3 JPYrUX KOMMBIOTEPHBIX CUCTEM W CETEH, HApYILICHHS
MPaBWJT SKCIUTyaTaIliu CPEJCTB XpaHEHUsA, 00paboTKM MW mepenaun nHpopmarmm
1 WHGOPMAIMMOHHO-TCJICKOMMYHHUKAITHOHHBIX CETEH, a TakKe MeCTa HACTYIICHUS
HETATUBHBIX TIOCJIEACTBHH MPECTYINICHHS .

[Ipu ocmotpe mH(pOpMaIuu, pa3MenieHHOW B ceTh MHTEpHET, ciemoBarenb
MOXET YCTAaHOBUTD CIICYIOIIUE OOCTOSATENBCTBRA:

1. ®akT orobpaxenuss HOOPMAITH B OTIPEJCIICHHBIE MOMEHT BPEMEHH.

2. Anpec caiita unm BeO-CTPaHUITBI, COCPIKAIICH JaHHYIO HH(MOPMAITHIO.

3. IlpuHaaie:XKHOCTh caiiTa WIH CTPAHUIBI KOHKPETHOMY (PU3NUECKOMY
WJIU IOPUIMYECKOMY JIUILY.

Ileasto  ocMoTpa MecTa  TPOWCIICCTBUS  ABIACTCA  MACHTH(DHKAIIAS
BBIUMCITUTEILHOW TEXHUKH W KOMIBIOTEPHOW WH(OPMAIMK, BBICTYMAIOIITNX
B KAUE€CTBE MpPEAMETa WIM OpPYIud MNPECTYIUICHHS, a TAKXKE COJACPKALIUX CIEIb
MPECTYIMHOW JEATECIIBHOCTH.

OcMOTp MecTa MPOUCIIECTBUS TMPU  PACCICAOBAHUM  KOMIBIOTEPHBIX
MPECTYIUICHUH BKJIIOYAET HCCICIOBAHUE CIIY>KEOHBIX M KWIBIX [OMEIICHUM,
BBIUMCITUTEILHOW TEXHUKH, HOCUTENEeH wWH(pOpMAIMK, IOKYMEHTOB, TPEAMETOB
¥ MPOUNX 00BEKTOB, TOTCHIIMAJIBHO CBSI3aHHBIX C TIPeCTyIieHneM. B criy cienmdukm
paboThl C  KOMIBIOTEPHOW  TEXHWKOW ¥  WHPOpMANMEH, K  y4acCTHIO
B CJCJACTBEHHBIX JCHCTBUSAX TPUBIICKAIOTCS CHCIUAIMCTH PA3IMYHBIX MPOQUIICH,
TaKWX KakK. TPOTPAMMUCTHI (CICIHAIM3UPYIOMUECS Ha OTNEPAIMOHHBIX CHCTEMaXx

U TPUKIAAHOM TPOTPAMMHOM OOECIICUCHUM), SJCKTPOHINHUKHU; CIEIAATUCTHI

' TIporacesma A. A., 3pepsnckas J. Il KpumunanucTuueckas XapaKTepHCTHKA

KOMIBIOTEPHBIX NpecTyruienuit // Poccutickuii cnenoBatens. 2023. Ne 11. C. 46.
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MO CPEACTBAM CBA3M U TEJIECKOMMYHUKAIMAM, CETEBbIC CMEIUATIMCTHI, CIICIHUATUCTHI
B 00J1aCTH SKOHOMUKH, (PHHAHCOB B OYXTaJITEPCKOTO YUETa, B TOM YHCIIC 00J1a1al0IIHe
HaBbIKAMU padoThI co CIIeIIMaTU3UPOBAHHBIM (bMHAHCOBBIM
¥ YYETHBIM MPOTrPaMMHBIM OOECTICUEHHEM, a TAK)Ke JPYTHE CICIUAIUCThI, 3HAHUA
KOTOPBIX MOTYT OKa3aThCS HEOOXOIUMBIMH .

Ilpy  nmpoBeaeHMM ocMOTpa M OObICKA  HEOOXOAMMO  yUUTHIBATH,
YTO KOMITBIOTEPHOE O00O0pyHOBaHWE W WH(QpOPMAIAA MOTYT OBITH OJHOBPEMEHHO
MPEAMETOM MOCATATENBCTBA, OPYIMEM MPECTYIJICHUS U XPAHUTUIIEM JTOKA3aTEIbCTB.
CrenmoBarellbHO, TTOMCK, OOHApYyKeHHE, (PUKCAIUI W H3BATHC JOJDKHBI OXBATHIBATH
BCC BO3MOXKHBIC CJICJbI, CBS3aHHBIE C JTUMH (DYyHKIWAMH, BKIIOYAs. JTaHHBIC
0 HE3aKOHHBIX (PMHAHCOBBIX OTIEPAITUAX, TPOTPAMMBI, HCTIOIB3YEMBIC JIJTS IPOBECHUS
AJIEKTPOHHBIX TUIATEXKEH Uepe3 MHTEPHET, BKIIKOYAS CIUCKH TPAH3AKIUN C YYKHUX
CYETOB M KPEAUTHBIX KapT, NPOrpaMMbl JJid OHJIAWH-TOPrOBJIH, MEPEIHUCKY
COYYaCTHWKOB, CBS3AaHHYIO C TPECTYIUICHHEM, HWH(GOPMAIHMIO, COCTaBJISIONIYIO
rOCYJAPCTBCHHYIO, KOMMEPUECKYID WM OaHKOBCKYIO TalHY, HEJIMIIEH3UOHHOE
nmporpaMMHoe odecrieueHue 1 0a3bl JAHHBIX, TUUHYIO IEPETUCKY; MOPHOTPadUICCKHE
MaTepHUallbl; BPEIOHOCHBIE MIPOTPAMMBI; (baiiser
¢ KOH(HICHIHMAIPHOW WH(pOpPMAIMEH, HE3aKOHHO IIOJIYYCHHOW JaHHBIM JIAIIOM,
1 3amr(poBaHHBIC TAHHBIEC, CBA3aHHBIE C TIPECTYIUICHHEM.

Kpome 1mmdpoBeix moka3aTenbcTB, BaXHO OOHAPYXHUTh W WU3BSThH
TPAAUIIMOHHBIE  BEIICCTBEHHbIC  JI0OKA3aTENbCTBA, TaKUE KaK:  paclevyaTKH
C TpUHTEpA; 3aluCH KOJOB JOCTyNMa W  Mapojied; TEKCThl MNpOrpaMm
U JOKYMCHTAIMIO K TMPOTPAMMHOMY OOCCICUCHHIO, 3alMMCHBIC KHIDKKH (BKJIFOYAs
ANIEKTPOHHBIC) C WH(OPMAITHEH 0 COydacTHUKAX, HOMEepaMu TelieOoHOB, OAaHKOBCKHUX
cuetoB u PIN-kogamu; KpeIUTHbIC KapThl, UCIOJb30BAHHBIC Jii OOHAJIMUUBAHUA
MOXHUINEHHBIX CPEACTB, BEIM, MPUOOPETEHHbIC HA MOXMIIEHHBIE JCHBIH, CUETa
3a yCIIyTH TIpoBaiifiepa;, HECTaHAApTHHIE mepuepruiiHbIe YCTPOWCTBA W yCTPOMCTBA

A0CTyIia K KOMITBIOTCPHBIM u TGJ'IG(I)OHHI)IM CCTAM, JOKYMCHTHI

! Coicenko A. P. OcoGeHHOCTH OCMOTpa MeCTa MNPOUCIIECTBUs TNPM PaccienOBaHHH

KOMIBIOTEPHBIX NpecTyruieHutt // 3akon u npaso. 2020. C. 216.
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W MHCTPYKIIMH, PErJIaMEHTUPYIOMKME padoTy C KOMIIBIOTEPHOM CHCTEMOI,
C TIOMETKaMH COTPY/HHKA; ¥ JINYHBIC JOKYMEHTHI IPECTYITHUKOB.

Ecnu moctym Kk KOMIBIOTEPHOM CHCTEME OCYIIECTBITIICSA MTOCTOPOHHUM JIATIOM,
BOKHO COCPEIOTOUMTHCA Ha TOWUCKE TPATUIMOHHBIX CIICIOB TMPECTYIICHUA,
TaKMX KaK OTICUYATKH TMAajbIIEeB HAa KIABHAType, MOHWUTOPE, CHUCTEMHOM OJIOKe
u Mebenw, creapl 00yBH, CJICIbI B3JIOMA ¥ POHUKHOBEHHUSA B TIOMEITICHHE.

[Ipn BbleMKEe W3BIMAIOTCS JOKYMEHTHI, PETJIAMCHTHPYIOIIUE TpaBUia
IKCILTyaTalix KOMITBIOTEPHON TEXHUKH u uH(}OPMAIMOHHO-
TEJICKOMMYHUKAIIMOHHBIX CETEH, HEOOXOIUMBIE JIJIs1 YCTAaHOBJICHHS (pakTa Hapy ICHUS
5TMX mpaBmwi. K TakuMm JOKYMEHTaM OTHOCATCA. HWHCTPYKIIUH TPOU3BOIAUTENS
Mo SKCIUTyaTaruu oOOpYJIOBaHWS W TPaBWIA JOCTyMa K CETAM, TMpaBwia paboThI
B KOMITBIOTEPHOW CHCTEME, YCTAHOBJICHHBIC BIIAJENBIIEM; JKYPHAIBI PETHCTPAIAH
c0OEB M TEXHUUECKOTO OOCIYKMBaHWA OOOpYNOBAHUSA, MaTEpUaJibl CIIY>KEOHOro
paccnenoBannsa 1o (aKTy HAPYIICHWS TPABWJI OSKCIUTyaTalldid, JOKYMEHTHI,
MOATBEPXKAAIONTHE  OTHECCHWE  WHGpOpPMAIMM K  KOMMEPUECKOW  TalHe,
MPUKa3bl O HA3HAUCHWHM HA JIOJDKHOCTh W JOKHOCTHBIE WHCTPYKIMH, JOKYMEHTHI,
MOATBEPIKAAIOINE KBATM(UKAIIMIO COTPYAHHKA 111 paboThl ¢ 00OpYIdOBaHUEM,
U JIPYTHE PEIeBAHTHBIC JOKYMEHTHI. OCMOTpPHI, OOBICKH W BBIEMKH TPEIOCTABIIAIOT
BOKHYIO WH(DOPMAITHIO [T TATbHEHITIETO PACCIICIOBAHNA.

O06o0011as  peKOMEHJAlUKU, TPEACTABICHHbBIE B HAYYHOW JUTEpaType
OTHOCHUTEIPHO TPOW3BOJICTBA OCMOTpPAa MECTa TMPOUCIIECCTBUA, OOBICKA W BBIEMKH
Mo JAejaM O KOMMBIOTEPHBIX TPECTYIICHUAX, MOXHO BBIJICIUTH CIICIYIONTHE
TaKTHYECKHUE TIPUEMBI:

1. OcMmoTp HAaUMHAETCS ¢ U3YyUEHUA OOHAPYKECHHOW BHIYUCIIATEILHON TEXHUKH.
DTO BKIIIOYACT OMPECIICHHE TEXHWUYECKUX IMapaMeTPOB OCHOBHOTO (KOMITBIOTEPHI,
cepsepbl), mepudepuitHoro  (MPUHTEPHI, CKAHEPHI) ©  BCIIOMOTATEIHLHOTO
o0opyaoBaHus (CETEBBIC YCTPOWCTBA), a TakkKe (PUKCAIUIO MOAKIIOUEHUSA K CETAM
(MHTepHeT, JT0KabHBIE CETH ),

2. BaxxHo ob0ecneunTh COXPAHHOCTh BCEX OOBEKTOB, BKJIHOUAs MPOTPAMMHOE

obecrnieueHue, JaHHbIE, KaOEIU U PaCHOJIOKEHUE MPEIMETOB;
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3. 3anpereHo BHITIONHATD JACHCTBUA C TEXHUKOH (BKIIOUEHHUE, BBHIKITIOUCHHUE,
3aIyCK MPOTpamMM), €CJIHM Pe3yJIbTaT HEMPEACKA3yeM;

4. Tlpu ydyacTuu cnenuanucTa HeoOXOIUMO ONPEACIINTh HA3HAUCHUE U COCTaB
YCTaHOBJICHHOTO H (MJH) (YHKIIMOHUPYIOIIETO HA MOMEHT OCMOTpPa MPOTPAMMHOTO
obecrieuenus. B ciyuae oOHapyKeHUS MTPOTPAMMBI, OCYIIIECTBIIIONICH YHUUTOXEHUE
uHdopMaIm, ee NeHCTBAE CSAYET OCTAHOBHUTD MPHU CONCHCTBUH CIICTIHAJTACTA,

5. Kommposanue wnHpopManuu, MPEACTABNISAIONICH WHTEPEC JUIS CIICACTBHS,
JOJDKHO — TPOW3BOJAUTHCA HA  MPEABAPUTENILHO  MOATOTOBIICHHBIE  HOCHUTENH
uHdopmarmu. Ecnm  kommMpoBaHWE MAHHBIX HEXKEIATEIBHO MO0 TEXHUYCCKUM
MIPUYHAHAM, CJEAYET U3bATh CHCTEMHBIN OJIOK WU WHOW HOCUTETh HH(OPMAITHH.

PaccrmenoBanme KOMMBIOTEPHBIX TPECTYIUICHUH TpeOyeT crnernuduuecknx
3HAHWA W HABBIKOB, TOATOMY Il JOCTWIKEHHUS MaKCUMalbHOW 3(PPEeKTUBHOCTH
CIIEIOBATENI0 HEOOXOAMMO CIIE0BATh OMPEACIICHHBIM  KPUMWHAIACTHUYECKUM
PEKOMEHIAITHSM:

1. TlpuBneuenne  KBaTM(PUITUPOBAHHOTO  CHEUAIUCTA B 00JIacTH
BBIUUCITATEILHON TEXHUKA W WH(GOPMANMOHHBIX TEXHOJOTHHA. B 3aBHCHMOCTH
OT CJIOKHOCTH CHTYalldd, MOTYT TMOTPEOOBATHCS HSKCHEPTHl Y3KOTO TPOdUs,
HaMpuMep, CHEUUAJIMCTBI MO CETEBOM 0O€30MacCHOCTH, aHaiau3y BpeaoHocHoro [10,
BOCCTAHOBJICHHIO JAHHBIX VJTH SKCTIEPTHI IO KOHKPETHBIM OTICPAITMOHHBIM CHCTEMAaM.
[Tpu paboTe CO CIOKHBIMHU CHCTEMAMH WITH KOPTIOPATUBHBIMH CETAMH PEKOMEHTYETCS
MPUBJICKATh TPYIIY CHEMUAIMCTOB C PA3HOW CHeruanm3anued s 00ecreueHus
BCECTOPOHHETO aHAJIN3a,;

2. OOGecrnieueHue B3aUMOJICHCTBUSA C OpraHaMu JIO3HAHMS,
CHCLMATU3UPYIOIMMHUCA ~ HAa  paAcClieOBAaHMM  MPECTYIJieHWH B cdepe
uHOPMAITMOHHBIX TeXHONOTHH. VX ombIT 1 3HaHUS moMOTryT 3¢ deKTHBHO cOOpaTh
¥ TIPOAHAJTN3APOBATH ITU(PPOBBIE TOKA3ATEIIHCTBA;

3. IlpoBenenue WHCTPyKTaxa /Ui CJICICTBEHHO-OTICPATUBHOW TPYIIITHI

o crnenuduke padoTel ¢ MH(PPOBHIMM JIOKA3aTEILCTBAMH. BakHO TOAYEPKHYTH
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BOKHOCTh COXPAHEHHUS IIEJIOCTHOCTH JaHHBIX, MPEAOTBPAIEHUA WX CIy4alHOTO
W3MCHECHUS W YAAICHUA.

4. OOecreueHre NTPUCYTCTBUA TOHATHIX, HO B CJIydae KOMIIbIOTEPHBIX
MPECTYIJICHUH KeIaTebHO, YTOObl OHM 00Jiafanu 0a30BBIMM 3HAHMAMHU B 00JacTH
BBIUMCITUTEILHONM TEXHWKH. OTO TIO3BOJIAT WM  QJCKBATHO BOCIPHHWUMATH
MPOM3BOJUMBIE JCWCTBUS W TOATBEPXKIATh WX TPABWIBHOCTH, HWCKITIOUAS
BO3MOXHOCTh OCMTAPUBAHUA MPOTOKOJIA OCMOTPA MECTA MPOUCIIICCTBHS.

5. Texuwueckoe ocHameHue i (UKCAMM W W3BATHS THAQPPOBHIX
JOKA3aTebCTB. OJTO BKIMOUaeT B ceOa (Qoroanmaparbl W BUACOKAMEPHI
JUTST TOKYMEHTHPOBAHUS MECTa MPOUCIISCTBASA, CTIICTIHATM3UPOBAHHOE MTPOTPAMMHOE
obecrnieueHue i Co3AdaHusA O0pa3oB KECTKUX JUCKOB M JAPYTMX HOCUTENEH
uH(OpPMaIMK, aHTUCTATHYECKHE TMAaKeThl Jia  O€30MacHOW TPaHCHOPTHPOBKH
AJIEKTPOHHBIX YCTPOMCTB, MAPKUPOBOYHBIC CPEICTBA I MACHTA(DUKAIINN U3BATHIX
00bekTOB. Takke MOryT MOHAAOOUTHCS alMapaTrHbie OJOKUPATOPbl  3aIlKCH
JUTSI TIPS AOTBPAITCHUS CITydaHON MOTU(UKAITN TaHHBIX HA HOCUTENIAX HH(pOpMaIun
MIPY BX TIOAKITIOYCHUH K yCTPOHCTBAM.

Cobmoneare 3TUX PEKOMEHIAIUKA TO3BOJMT MaKCUMaJbHO 3(PHEKTHUBHO
coOpaTh B COXpaHUTh ITU(PPOBBIC TOKA3ATEIHCTBA, UTO CYIIICCTBEHHO IMMOBBICUT IITAHCHI
Ha YCIICTITHOE PACCIEAOBAHNE KOMITBIOTEPHBIX TIPECTYIICHUH.

BremHnit oCMOTpP KOMTMBIOTEPA PEKOMEHIYETCS HAYMHATH C €r0 THUIBHOM
CTOPOHBI, T/IC PACHOJIOKECHBI Pa3beMbl, KaOCIW MHUTAHUA U CETEBHIC TOIKITIOYCHUS.
DT0 MO3BOJISAET WACHTH(UIIUPOBATH TTOAKITIOUCHHBIE YCTPOWCTBA M OTICHUTH CETEBYIO
KoH(Urypauuro'.

B nporokone ocmoTpa He0OX0AMMO AE€TaTbHO 3aUKCHPOBATh. OTIMCAHUE MECTa
YCTAHOBKMA M SKCIUTyaTalldd TEXHWUKH, HAJUYHE IPYTHX AJICKTPOHHBIX YCTPOHCTB;
TOYHOE MECTOMOJIOKEHHUE KaXKJIOTO YCTPONCTBA OTHOCHUTENIBHO JAPYTHX OOBEKTOB;

HaJIM4KuC WK OTCYTCTBHUC HOI[KJ'IIOLIGHI/Iﬁ K BHCIIHUM YCTpOﬁCTBaM Win CCTAM,

1 Xarynuee H. A, O choeuuajgpHbIX 3HAHUSX, HEOOXOOUMBIX TIPH UCCIIECIOBAHHUU

KOMIIBIOTEPHBIX CPEACTB M cUCTeM // AKTyalbHble mpoOiembl poccuiickoro mpasa. 2024, Ne 1.
C. 33s.
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HaXOJAIUMCS BHE 30HBI OCMOTpPA, OMKCAHWE BHEIIHETO BHUJA KOMIIBIOTEPHBIX
CPEICTB, HAJIMYUE BHUIAMMBIX TOBPEKICHUN, CIICTOB B3joMa; (ukcarus JoObIX
CJIEIOB, KOTOPBIC MOTYT OBITH CBSA3AHBI C MPECTYIMTHUKOM (OTIIEUATKH TAJBIIEB, BOJIOCHI
u T.4.). [lonpoOHOE W TOUHOE MOKYMEHTHPOBAHWE BCEX JETAICH OCMOTpa MecTa
MIPOUCIIIECTBUAA SBJIACTCA 3aJI0OTOM YCHENTHOTO PAaCCIICNOBAHUASA KOMIBIOTEPHOTO
MPECTYIICHUS.

B zaxmrouenue creayer MOMUEPKHYTH, UYTO OCMOTP MECTa TPOHUCIICCTBUS,
0oOBICK W BBIEMKa B cdepe KOMIBIOTepHON MH(pOPMAIAA UMEIOT CBOKO CHEIU(UKY,
OOyCIIOBJICHHYI0O ~ OCOOEHHOCTSAMH  ITU(HPOBBIX  JOKA3aTEIBCTB. Y CHCIIHOE
paccieIoBaHie KOMITBIOTEPHBIX TMPECTYIUICHUH TpeOyeT OT MPaBOOXPAHWUTEITHHBIX
OpPraHoOB HE TOJBKO 3HAHUS MPOIECCYATHbHBIX HOPM, HO W TMIOHUMAHUA TEXHUYECKUAX
acnekToB (DYHKIIMOHUPOBAHUSA KOMITBIOTEPHBIX CHCTEM W ceTei. KoMIieKkCHbIH
MOAXO0J, BKIIIOYAIONINN  TPUBIICUCHWE  KBATM(PHIIMPOBAHHBIX  CIICIIHAJIMCTOB
U TIIATEIFHOE JOKYMEHTHPOBAHUE BCEX TAIMOB CACACTBEHHBIX JEHCTBUMN, TTO3BOISET
adekTrBHO cobupaTh W (UKCHPOBATh IHMU(MPOBBIC TOKA3aTEIbCTBA, YTO SIBISETCA
3QJIOTOM YCIICTITHOTO PACKPBITHSA W PACCIICIOBAHUS TPECTYIUICHUH B chepe BHICOKHX
TexHOJOTHH. TOJBPKO TPAMOTHO TPOBEICHHBIE OCMOTP, OOBICK W BBIEMKA MOTYT
00eCreunTh  COXPAHHOCTh H  JOMYCTUMOCTh  TOJYYCHHBIX  JOKA3aTEIbCTB,

HGO6XOI[I/IMI>IX AJIs IIPUBJICUCHHU S BHHOBHBIX K erJ’IOBHOﬁ OTBCTCTBCHHOCTH.

§ 2. TakTHKa FOoMIpOCa Moa03peBaeMbIX U (UJIU) 00BHHSIEMBIX B c(hepe

KOMIbIOTEPHOH nH(pOpManuu

PaccnenoBanme mpectymienuii B cepe KOMMIBIOTEpHOW WHGMOPMAIMU
MPEINOJaraeT OCYIECTBICHAE KOMIUIEKCA CIEICTBEHHBIX U MHBIX MPOLECCYATbHBIX
JNEUCTBUNA, PErJIaMEHTUPOBAHHBIX YTOJOBHO-MPOLECCYATbHBIM 3aKOHOAATEIBCTBOM.
TakTmka TPOM3BOACTBA JAHHBIX JCHCTBHH  JETCPMHHHUPOBAHA  CIEHU(HKOM
MEXaHMW3Ma COBEPILICHHUS PACCMATPUBAEMOr0 BUJA MpecTyruieHud. OnTuMaabHbIM

YCIIOBHEM s dekTrBHOTO pacciaeI0BaHus SBJISICTCS HAJTIHE
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y clemoBaTenst TAyOOKMX TO3HAaHWH B 00jacTH WHOOPMAITMOHHBIX TEXHOJIOTHH.
Heobxoaumocts mogobHO#H kBanmudukaum 0O0yCIOBIICHA MOTPEOHOCTHIO B TOYHOM
WHTEpNpPETaiA ITU(GPOBBIX CIICIOB, AHAJIM3€ CJOKHBIX TEXHWUUECKHUX CHCTEM
¥ TPOTYKTABHOM B3aMIMOJICHCTBHH CO CTICIIHANIMCTaMH B MaHHOH cepe. OTCyTCTBHE
COOTBETCTBYIOMIEH KBaJM(UKAIIMKM MOXKET TPUBECTH K HEMOJTHOMY cOOpy
JIOKA3aTebCTB, OMMUOKaM B WX OIEHKE W, KaK CJIEJACTBHE, K HEMPaBUIHLHOM
KBAUTH(pUKAIAA JCTHUS WM HEBO3MOXXHOCTH TPHUBJICUCHHUS BWHOBHBIX JIWIT
K YrOJOBHOH OTBETCTBEHHOCTH. [losTomMy chenmanuzamnus  cienoBaTenei
W TIOBBIINICHWE WX KBajudukarmu B cdepe WHOOPMAITMOHHBIX TEXHOJIOTHH
MPEACTABIIACTCS aKTyalbHOM 3amaueil  JJid  COBEPINICHCTBOBAHWA  YTOJIOBHOTO
CYJIOTIPOM3BOJICTBA B YCIOBUSIX MA(PPOBU3AITIH.

AHanu3 TPaBOMPUMEHHUTEIIFHONW TPAKTHKKA JACMOHCTPHUPYET, YTO CpPEau
CJICICTBCHHBIX JCHCTBUH, OCYINECTBISAEMBIX TPH PACCIICTOBAHUN KOMIBIOTEPHBIX
NPECTYIJICHUH, 3HAUUTENIbHYIO POJIb UTPAET Aompoc. JlaHHOe ciecTBeHHOE AeCTBHE
ABJIACTCSI HEOTHEMJIEMBIM DJIEMCHTOM TPAKTHUYECKH KaXKIOTO YTOJIOBHOTO JIEna.
TakTuka mpoBeneHUs A0Mpoca MO JAHHOW KaTETOPUH JACNT HEMOCPEICTBEHHO
KOppenupyeT co  crnenuuKod  MEXaHW3Ma  COBEPIICHWA  MPECTYIUICHUS
¥ COBOKYITHOCTHIO BIIMSIONTNX (PAKTOPOB, KaK MO3UTUBHBIX, TAK M HETATUBHBIX.

K mno3utwBHBIM (hakTOpaM OTHOCHTCS HAJMUWE OMPEASICHHOTO o0bhema
uHOpPMAITMK O TMPECTYMHOM COOBITHH, TMONYYECHHOW W3 Pa3TUYHBIX HCTOYHHKOB
(MaTepuajbl TPEABAPUTEIHLHON TPOBEPKH, PE3YJIHTATHl OMEPATHBHO-PO3BICKHOM
NEATENBHOCTH W T.M.), a TAKXKE CBEJACHHUS O JOMpaIuBacMOM Julle (paHee JaHHBIC
O0OBACHECHHS, TIPOTOKOJIBI WHBIX MPOIECCYATbHBIX JeHCTBHNM ® T.1.). HeraruBubie
(dakTOpel  MOTYT BKJIIOYATh 3HAUMTCIBHBIA BPEMEHHOW HWHTEPBAT  MEXKIY
COBEPIIEHUEM TIPECTYIICHUS © MOMEHTOM JIOMPOCA, YTO MOKET HETATUBHO CKA3aThCA
HA TIOJTHOTE W IOCTOBEPHOCTH MOKA3aHHH.

Jloripoc mOTEpHEBIUX, CBUACTENEH W OOBUHAEMBIX TO nejaamM B cdepe
KOMIIBIOTEpHOH uH(popMarmu TPeOyeT OT ClIeIOBaTeNsl TMPUMEHEHHUS OCOOBIX
TAaKTHYECKUX METOJOB W TMPHUEMOB, YUUTHIBAIONINX CHEIU(PUKY MaHHON KaTeropuun

JACII. HOI[ TAKTHYCCKHM IIPHCMOM B KPUMHHAJIHUMCTHUKS ITOHHUMACTCA IIPOAYMAaHHAsA
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W panuoHajbHAS JIMHWS TOBEACHUS CJISA0BATENsA, HampaBieHHas Ha Y(PPEKTUBHBIN
cOop, HCCeAOBaHHWE, OICHKY U WCIOJb30BAHWE JIOKA3aTeIbCTB B pamMKax
paccieoBaHNA KOHKPETHOTO YTOJIOBHOIO JIENa.

Xors oOmme TmpaBWjga TPOW3BOJCTBA  JOMPOCA  PETIIAMEHTHUPYIOTCS
ct. 164 VIIK PO u npuMeHUMbI KO BCEM YTOJOBHBIM JI€JlaM, BKJIKOUas Jenia
0 TIPECTYIUICHHUAX B cepe KOMIBIOTEPHOUW wuH(popManuu, crenuduka 1udpoBbIxX
JI0KA3aTeIbCTB TPeOyeT OT cienoBatens Oosee riy0oKOTO TOHUMAHUA TEXHHUCCKUX
aCmeKTOB W YMEHHWA 33/1aBaTh KOPPEKTHBIC BOMPOCHI, YTOOBI MOJIYYUTH TOJHYIO
1 JTOCTOBEPHYIO HH(pOPMAIIHIO.

Hampumep, crnemoBaremo MOXET TOTPeOOBAThCS 3HAHWE OCHOB CETEBBIX
TEXHOJIOTHH, MA(PPOBAHUA JAHHBIX, METOIOB B3JI0OMa M IPYTHX TCXHUUCCKUX JCTAJICH,
YTOOBI MIPaBUIIHHO WHTEPTIPETUPOBATH MOoKa3aHus JIOTIPAIITHBAEMOTO
W BBISIBUTH TPOTHUBOpeurs. Takke BaXKHO YMETh aJIalTHPOBATh SI3BIK BOTPOCOB
K YPOBHIO TEXHHYECKOW TPAMOTHOCTH JOTpAITUBAEMOro, wu3beras Ype3MepHO
CJIOKHOW TEPMHUHOJIOTHH WJIH, HA00OPOT, YIPOIIEHUH, KOTOPHIE MOTYT WCKa3WTh
CMBICJI TTOKA3aHUM.

B cmywasx, xorma B  YroJIOBHOM  CYAONPOHM3BOACTBE  YYaCTBYIOT
HECOBEPIIICHHOJICTHHE, CICA0BATEIb 0043aH PYKOBOJACTBOBATHCS MOTIOJTHUTEIHHBIMHA
nosioxkeHusimu cratbu 191 VIIK P®, obecnieunBas 3alllUuTy WX MPaB U MHTEPECOB,
a TaKKe CO3[aBas JOBEPUTENIbHYIO aTMocdepy BO Bpems aompoca. ITO MOKET
BKIIIOUATh B CeOS TPHUBICUCHUE TeAarora WIA TICHXOJIOTa, aJanTarfio s3bIKa
U crmocoba 3amaHus BOMPOCOB K BO3PACTy M TICHXOJIOTHUECCKUM OCOOCHHOCTSIM
HECOBEPILEHHOJIETHETO.

Kpome Toro, cmnenuduka wmexaHu3Ma KOMIMBIOTEPHOTO TPECTYIUICHUS
00yClaBIMBAeT HEOOXOAMMOCTh OO0NadaHus 3HAHUSAMU O BUPTYAJIbHOU cCpene,
B KOTOpPOW OHO coOBepIaeTcs, 00 OCOOESHHOCTSX KOMIBIOTEPHONH WH(MOPMAIIAH,
a TaKXKe O TPUMCHSIEMBIX OPYAHMSIX W CPEACTBAX — KOMIBIOTEPAX, TEXHUUYCCKH
CIIOXHBIX  YCTPOWCTBAX, HOCHUTENAX HWH(OOPMAIMK, KOMIBIOTEPHBIX  CETAX
U crmocobax mocTyna K HAM. J[aHHBIE 3HAHUS HEOOXOAWMBI MJIi BCECTOPOHHETO

BBISICHCHUSI SJIEMEHTOB B 0OCTOSTEIIHCTB MNPCCTYIMHOI'O ACAHUS.
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Jlormpoc  mogo3peBaeMoro  (OOBHHSIEMOTO)  TMPEANoJjaracT TMPUMCHEHHE
OTIPEJICNICHHBIX TAKTHYCCKUX MTPUEMOB, HAMPABIICHHBIX HA TIOJIy4eHUE WH(POPMAITH,
UMEIONICH 3HAYeHWE JUIS paccienoBaHusA. TakTWka [ompoca OMpeaeiaeTCs
COBOKYITHOCTBIO (haKTOPOB, CPEAM KOTOPHIX KITIOUEBBIMU SBJISIOTCS:

1. Ilenp mompoca (ompeneneHue HeoOXOmMMON WH(pOPMAIIAKA, OXUAACMON
OT JIOTIPOCa);

2. XapakTtepucTuka JIOTNPAIIABAeMOro Juia (MporecCyajabHbI  CTaTyc,
COIMMAITbHO-AEMOTPAUIECKAE  XAPAKTCPUCTUKH,  JIMYHOCTHBIE  OCOOCHHOCTH,
WHTEJUICKTYaJIbHBIE CITOCOOHOCTH, TIpodecCHOHabHas ACITEIEHOCTh W COMMATEHOE
OKPYXKEHHE);

3. O6bem wHpoOpMaMu O COOBITHM  TPECTYIUICHHUS,  HM3BECTHBIN
JIOTIpaImBaeMoMy (comocTapiieHne WH(OpMaIMK, TOJYyUYeHHOH B XOJE JOMpoca,
C UMEIOIITUMUCA CIICACTBEHHBIMH BEPCHIMHU );

4. O6cTanoBKka gonpoca. B uaeanbHpIX yCIOBUAX TONPAIIMBAEMbIA CIIOHTAHHO
coo0IIaeT BCE W3BECTHbIE €My oOOcTosTenbcTBA nAena. OaHAaKo, Kak OTMEYaroT
HCCIIe0BATEH, YCTaHOBJICHHE POy KTHBHOTO B3aUMOICHCTBUS
C JIOTIPAIIMBAEMBIM HE BCET/Ia BOBMOXHO B CHITY OOBEKTUBHBIX TIPUYHH.

XoTs o0mye MPUHITUTIB TJIAHUPOBAHUS JOMPOCA CBUACTEINS, MOA03PEBACMOTO
U TIOTEPIICBIETO CXOXH, JOMPOC TOM03PEBAEMOTO HMEET CBOIO CHEIUUKY.
Ero mneornmoxxkHOCTh, OOYyCIOBJICHHAS TPOBEACHUEM HETOCPEACTBEHHO IOCIIC
3a/IepKaHus, OTPAHMYMBACT BPEMS Ha MOATOTOBKY. [ JTaBHAs 1eNTb TaKOTO J0mpoca —
OpICTpOE TONyYeHHEe UWH(pOpMaNyMK, BAXKHOW IS YCTAaHOBIICHHSA (DaKTHUYCCKUX
obcrosTenbeTB Aena. Jlompoc momo3peBaemMoro (OOBHHSAEMOTO) YaCcTO MPOXOIUAT
B KoH(ImKTHOH 0OcTtaHoBKe. OqHako, kak otMeuaet O.T. XalpymoBoi, HET €IMHOTO
MHEHHAA 00 ONTHMAJIbHBIX TAKTHKO-TICHXOJIOTMUECKUX METOMaX TMOJyYCHUS
JOCTOBEPHOW W TONHOW WH(pOpPMAIMU B YCJIOBHSIX KOH(PIMKTHOTO JOMpoca

1 5P (PEKTUBHOTO MPOTUBOCHCTBHS COKPBITHIO HH(pOpMaLun ',

' XaiipynnopaD. T. TlpuMeHeHHe TCUXOJOTMYECKUX TPUEMOB B TakTHKE JOMPOCa

nojpo3peBaemMblx W obOBuHseMmblx // Kpumunamuctuka: Buepa, ceromHs, 3aBTpa. 2021
C. 140.
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B ontumManbHBIX YCIOBHSX JOMPOC TMO3BOJSET TONYYUTH JOCTOBEPHYIO
uHOpPMAIMIO,  TOATBEPXKIAIONIYI0 WM OMPOBEPralomyro  (paKTHUECKHC
00CTOATENIbCTBA YrOJIOBHOTO Jena. OAHAKO Ha MPAKTHUKE CJEAOBATENI0 YacTo
MPUXOAUTCS TPUMEHATH CICIHUATbHBIE METOABl IS TONYYCHHUS HEOOXOAMMBIX
naHHbix.  CymecTBylOT  0a30BbI€  TAaKTHUECKUE  MPUEMBI,  HCIIOJb3YEMbIE
CJICICTBCHHBIMW OpTaHAMU Pa3JIMUHBIX CTPaH, B TOM uncie u Poccuu, i1 BHIABIICHAS
JOXKHBIX TOKazanui. A. B. ['maakux omnpenenser oOUYHO TaKTHUECKYHO JIMHUIO
Jonpoca Kak YCTAHOBJICHUE MICUXOJIOTUYECKOTO KOHTaKTa
C JIOTPAIIABACMBIM W AKTHUBU3AIMIO €TO MAMATH MPH Aade TPaBAMBBIX MMOKA3aHUH,
a B Cllydae JDKECBHUJACTENIBCTBA — W300JUYCHUE W TOJYYEHUE JOCTOBEPHOM
unpopmaumu'. [Ipu 5ToM PyHIaMEHTATEHBIM MPUHIMAIIOM TAKTHKH JONPOCA ABJIAETCS
CTPOroe COOJIIOJICHHNE 3aKOHHOCTH, a MPUHYXKIACHUE K /1aue MOKa3aHUi MpecaeyeTcs
0 3aKOHY.

AHanu3 0COOEHHOCTEH TPECTYIICHUH B chepe KOMIBIOTEPHOW WH(MOPMAITHN
MokKa3eiBaeT, 4yto B 87 % cCllyyaeB MOJ03pEBAEMbIMU W OOBUHSIEMBIMHU SIBJIAIOTCA
HAUMHAOIINE TIOJB30BATENIN WIIN «CKPUNT-KUAIM» (MOJIONbIE Xakephl). B oTamume
OT PANOBBIX WCIIOJIHUTENICH, OMBITHBIE XaKEPhl, OPraHU3ATOPBl MPECTYMHBIX TPYIII
1 paszpaborunku BpenoHocHoro [10 pexke craHoBATCS (pUTypaHTaMHU YTOJIOBHBIX JEIT.
[TosTomMy AOMPOCKH! IO TAKKUM JejiaM OOBIYHO HE TPEOYIOT CEeIMATbHBIX TAKTUYECKUX
NpUEMOB. 3a4acTyr0 JOCTAaTOYHO KJIACCUUECKMX METOAOB BEIAEHUA JIOMpoca
-B KOH()JIMKTHOM CUTyallWW, TaK Kak OOBHHSAEMBIC, KaK HA CTPAHHO, HEPEIAKO CaMH
PACKPBIBAIOT JETAIN COBEPILICHHOTO MPECTYIUICHUA.

B xoae paccnenoBanus yrojoBHoro aena mno 4. 2 ¢r. 272 YK P® B oTHOIIeHHH
rp. K., nonpomieHHoro B kKauecTse MoA03pEeBAEMOr0, ObIJIO YCTAHOBJICHO CIIEIYIOIIEE.
K., MMEIOIIHI HETIOJIHOE cpeaHee oOpa3oBaHue, 0e3padOTHBIH,
C HA3KAM YPOBHEM 3HAaHWH B 00J1acTH WH(GOPMAITMOHHBIX TEXHOJIOTHH, YMBITTUICHHO,

C LEJbI0 HEMPAaBOMEPHOrO JOCTYMAa K OXPAaHAEMOW 3aKOHOM KOMIBIOTEPHOM

! Tnanxux A. B. TakTuka BefieHHsl IOMPOCa: MPOONEMHbIE aCMeKTbl B KPUMMHAIMCTHKE //

CoBpeMeHHbIC TEXHOJIOTUU B IOPUCTIPYNCHLUHMH. MPUMEHEHHE CIEHUabHbIX Mmo3HaHuil. 2021.
C. 28
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uHdopmarmm, HE3aKOHHO MTPOHUK B aKKayHT MOTEPIIEBIICH
0e3 e BeOMa W TIyTeM HEMPaBOMEPHOTO KOMMPOBAHUA WH(POPMAITUU BHICHIJIAT CMC
00 OJOKEHWE JCHET OT €€ WMEHW ¢ NEeabl0 HaXWBHTHCI. B xoxe mompoca
K. momHOCTBIO TpW3HAT BUHY, NPEIOCTABWII H300UUAIONINE €Tr0 CBEICHUSA
U COTJIACHIICA Ha COTPYJIHHYECTBO CO CJEJACTBHUEM, B PE3YJIbTATE YETO C HAM OBLIO
3aKJII0UEHO JOCYAeOHOE COTIAIIEHHE O COTPYJHUUECTBE .

Jlonmpoc moao3peBaeMoro — 3T0 KOMMYHUKATHUBHBIN MPOLECC, MPOTEKAOITHAN
100 B KOHGIMKTHOM, MO0 B OeckoHDIuKTHON 0O0cTanoBke. KoHmkTHAs cuTyanus
MPOSABIIACTCS B HANPSHKEHHOCTH, 3alUTHOW TO3WIMA W OTPUIIAHUW  BHWHBI
JonpantuBaeMbiM. beckoH(pIUKTHAS ke, HAa00OPOT, MPEANOJIaraeT €ro roTOBHOCTh
K COTPYIHWYECTBY CO CIICICTBHEM. B 3TOM cilydyae Ba)kHO YCTAaHOBHTH JOBEPHE
1 c03/1aTh KOMMOPTHYIO atMocdepy, pacmonararoniyro K KOHCTPYKTUBHOMY JTHAJIOTY.
Janee HEO0OXO0TUMO pPaccMOTpPETh TaKTHYECKHE pPEKOMEH AN
Mo TPOBEACHHUIO Jompoca B cdepe KOMMBIOTEPHOW WH(OpPMAIMU ¢ Yy4eTOM
WHIUBUTY AITHHBIX TICHXOJIOTHYECKAX OCOOEHHOCTEH MOA03peBaeMOoro (0OOBHHSIEMOTO).

[TonroroBka Kk Jompocy MO JenaM, CBSI3aHHBIM C KHOEPHPECTYIICHUAMH,
BKITIOUAET PAM KIIOYEBBIX 3a7ad. [lepBocTeneHHONW SBIACTCA TIIATEIBHBIA aHAIA3
uMmeromuxcss MarepuaioB. Ocoboe BHUMaHHE YIEISETCS BPEMEHHBIM TapameTpaM
COBEpIIEHUA TpecTyIuieHus, uacHTudukammu [P-aapecoB m apyrum 1mudpoBBIM
cienaM, TO3BOJISIONIAM PEKOHCTPYMPOBATH XPOHOJIOTHIO COOBITHH ¥ OICHUTH
BEPOSITHOCTh TMPHUYACTHOCTH ToA03peBacMoro. Kpurhueckas oreHka WCTOYHHKOB
uH(dOpPMaIMK Ha MPEAMET JOCTOBEPHOCTH, BHISBICHUE MOTEHITHATBHBIX UCKAKEHUH,
OIMOOK HJTH 3aBEJIOMO JIOKHBIX CBEICHU — 00A3aTEeIIbHBIN ATall aHan3a. BeIsBieHne
KOPPeIAMA  MEXKIy OTACHBHBIMHA  OSMH30JaMHA, a Takke OOCTOATENbCTB,
CBUJCTENBCTBYIOMMX O BHHOBHOCTH WM HEBWHOBHOCTH  TI0JI03PEBAEMOTO,
CrocoOCTBYET (POPMUPOBAHUIO TIETTOCTHON KaPTHUHBI MTPECTYTUICHHUA.

CrnenyromuM 3TanoM sIBJISETCs pa3padoTka BOMPOCOB IS TOMPAIIABACMOTO.

Bompocs! 10mkHbBI ObITH ChOPMYITUPOBAHBI YETKO, IOTUYHO W OJTHO3HAYHO, UCKITIOYAs

' Vronosnoe meno Ne 1-977/2023 no obpunenuto K. B COBEpLIEHMH MPECTYILIEHHUS,

npeaycMoTpeHHoro 4. 2 ¢T. 272 YK P® // Apxus Crepauramakckoro ropoackoro cyna Pb.
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HaJIMYAC JIOTHISCKUX JIOBYIICK WM MOACKA30K. OnpeneneHne TaKTHKA U METOTUKH
JIOTIPOCA, BKJIFOYAsT IPHEMBI M METOJIBI BO3JACHCTBHS, a TAK)KE MEXaHU3MBI KOHTPOJIS
3a MPOTIECCOM, SABJISICTCS BAXKHON COCTABJISIONIEH TTOTOTOBKH.

B oraenpHBIX ciydasx MOXKET OBITh YCTAHOBJICH PETJIAMEHT TIO BPEMCHH
MPOBEICHUS JOTIPOCca. 3aBEPINAIOIIas CTaaus MOATOTOBKH BKITIOUAET COOP ¥ TPOBEPKY
JTOKYMEHTAJTbHBIX MaTepHaoB, ororpadwii, BUI€03aMUCeH, STCKTPOHHBIX (DAMIIOB 1
JPYTHX PEICBAaHTHBIX TAHHBIX.

Texanueckass TOTOBHOCTh K BOCIPOHM3BEICHUIO IHU(PPOBHIX JOKA3aTEIHCTB
obecnieurBaeT 3(p(EKTUBHOCTHh JONPOCA M TIOBBIMIACT BEPOSATHOCTh MOIYUCHUS
JOTOMHUTENbHONH wWH(popManmu. B cuny crnenmdukn kubeprnpecTyIieHUuH, Uit
KBaJTM(DUIIMPOBAHHON TOATOTOBKH K JIONPOCY IIeiecoo0pasHO  IPHBIICUCHHE
AKCIIEPTOB B 001aCTH WH(HOPMAITMOHHO-KOMITBIOTEPHBIX TeXHOOTHi. KoHcynpranmm
CIEIUANICTOB KOMIICHCUPYIOT OTCYTCTBHE y CIICOBATENS CHCIUAIBHBIX 3HAHWUN B
JAHHOW 00JIaCTH M TMO3BOJIAIOT TIYOOKO M BCECTOPOHHE aHAJIM3WPOBATh TMOKA3aHUS
JIOTIPAITUBAEMOTO.

Onpenenenue TENe mompoca SBISETCS BAXHEUIIAM STAllOM TTOATOTOBKH.
CnenoBatennb TPUMEHSAET KIACCHUYECKHAE CICJACTBEHHBIC TPHUEMBI I cOopa
uHdOpPMaIK, TMMO3BOJIAIONICH, Kak oTMedaeT A. M. AKOMSH, «IAarHOCTHUPOBATH
COCTOSIHME JOTPAIIMBAEMBbIX HA HAYAJIBHBIX OSTalax W BIIOCJICICTBHHA BHICTPOUTH
3 EKTUBHYIO TAKTHKY, HEHTPAIU3YIOILYIO IPOTUBOAEHCTBHE PACCIIEI0BAHMION .

PaccnenoBanue maHHOro BUAA MPECTYIUICHUH TpeOyeT riayOOKOro WM3yueHHs
JUYHOCTH TOJI03PEBAEMOTO (OOBHHSAEMOTO) Il YCTAHOBJICHHUSI BCEX OOCTOATEIHCTB
Jefla U OMpEeAENICHUA CTENEHH €ro BHHBI. JTOT MIPOIECC BKIOYAET B ceda cOop
BCCCTOPOHHEH XapakTEpH3YIOmeH WH(POPMAIMK, KOTOpas BBIXOAUT JAJICKO
32 paMKH MPOCTOTO YCTAHOBJICHUS JIMYHOCTH.

OmauM W3 KIIFOYEBBIX  HAMpaBICHUH  SABIACTCA  JIONMPOC  OKPYKEHUS

MOJ03PEBAEMOr0 — POJACTBEHHUKOB, APY3€H, KOJUIET, 3HAKOMBIX. CBUAECTENBCKUE

! Akonsin P. M. TIpo6nembl TaKTHKH JOTIPOCa Mo03pesaeMoro (o6sunsiemoro) // Boctouno-
EBponeiickuit HayuHnbIil sxypHan. 2022. C. 54.
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MOKA3aHWS TO3BOJIAT TOJIYYWTh TPEACTABICHHE O €r0 YBJICUCHHSAX, YMCHHSX,
MOTCHIIMAIBHBIX MOTHBAX U CBA3SAX C IPYTUMU JIFOJBMHU.

[TapannensHO ¢ 3THM ClIeIOBATENh HAMPABJISAET 3aMPOCHl B PA3IMUHbBIC OPTaHbI
W OpraHu3anuu. ydeOHbIE 3aBeACHUS, MeCTa padOThl, MHTEPHET-NIPOBAMICPOB U JIP.
Henp — momyunts wmHGOPMAIMIO 00 00pa30BaHUM TIOJO3PEBAEMOI0, €ro
npodecCuoHaTEHOM OTIBITE, YpOBHE 3HAHWHA u HaBBIKOB
B cdepe wHGOPMANMOHHBIX TEXHOJOTHH, a TaKXKEe O €ro OHJIaWH-aKTHBHOCTH
W WCTOPHHM WCIOJB30BaHUS HMHTEPHET-pecypcoB. Ocoboe BHUMAHWE yACTACTCA
BBISIBJICHUIO CTCIMAIM3UPOBAHHBIX 3HAHWA W HABBIKOB, KOTOPHIE MOTJH OBIThH
WCITOJTE30BAHBI [T COBEPIICHUS IPECTYILICHUS.

BaxkHbIM »TamoM SIBJISIETCS YCTAHOBJICHWUE HANWUWAA W MECTOHAXOXIACHUS
CPEICTB KOMMBIOTEPHOW TEXHWKH, KOTOPBIE MOTJIM OBITh  HMCIOJIH30BAHbI
MIPY COBEPIIIECHUHN MPECTYIUICHUS . KOMITBIOTEPOB, HOYTOYKOB, cCMapT(POHOB, BHEITHUX
HocuTened wHpopMammu W T.J. [IpoOM3BOAMTCS WX U3BATHEC U TOCICAYIOMIAs
AKCTICPTH3a JIs IOUCKA TU(POBBIX TOKA3ATEBCTB.

CnenoBatenb  TakKe  ONPEACNACT, JCHCTBOBAN JIM  TMOJ03PEBACMBIH
B OJAWHOYKY WJIA B COCTaBe TPynmbel. B ciiydae rpymnmoBOTO MPECTYIICHUS
YCTaHABJIMBAIOTCS POJIM KAXKIOTO YIaCTHHUKA, MX B3aUMOCBSI3H U HEPAPXHA.

Hakonen, w3ydaeTca BO3MOXHAs CBSA3b IIOJIO3PEBAEMOrO € XaKEPCKOH
CyOKyIbTypO#: ydacTHe B OHJalH-QoOpyMax, Tpynmax B COIHMAIBHBIX CETSX,
WCIIOJIb30BAHUE CIICTIMAJIM3UPOBAHHBIX TPOTPAMM H CEPBHUCOB. OJTO TO3BOJIACT
OIICHUTh  YPOBEHb  TEXHWYECKOW  TMOAKOBAHHOCTH  TOJ0O3PEBAEMOr0O,  €ro
MOTCHIIMAIBHBIE BO3MOXXHOCTH W MOTHBEI.

Bceectoponnwmii ananu3 codpanHoit mH(GOpMaIAN TTO3BOJISIET COCTABUTH TTOJTHBIH
MCUXOJIOTUYECKUIA  TOPTPET  TOJ03PEBAEMOT0,  BBISIBUTH  €T0  MOTHBBI
W IENHA, a TakKe OMNPEJSIUTh CTEMEeHb €ro BOBJICUCHHOCTH B COBEPIICHHOE
MPECTYIUICHUE.

BriGop wmecta npoBeneHus —gompoca  OOYCJIOBIEH  HEOOXOAMMOCTHIO
obecrieueHus KOH(pHUICHITHATEHOCTH u CO3aHus COOTBETCTBYIOMIEH

ncuxojorndeckoir armocdepsl. B kauecTBe MecTta mpoBeAcHUS, KAk MPaBUIIO,
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UCITOJTB3YETCS KaOWHET CJIeIOBATENS. [TpeanouTuTenbHBI CIIEITHATBHO
o0OpyZOBaHHBIC TIOMEIIEHHUSA, OCHAIICHHBIE ayaWo- W  BHJACOANIapaTypoi
st (pukcaruu  mporiecca  Aompoca. HeobOxomumo obecmeunts 0€30MaCHOCTH
MOMEMICHHS,  WCKITIOYAB  BO3MOXKHOCTh  HECAHKIIMOHUPOBAHHOTO  JOCTYyTIA
i  Habmonmenms. llepenq  Hagamom — gompoca  TMPOBOAWTCS — MPOBEPKA
PaboTOCTIOCOOHOCTH TEXHHUYECKAX CPEACTB 3amucu (MUKpOGOHOB, Kamep W Jp.).
Pexomenayercs Takke HWCKITIOUATH W3 TIOMEIICHHUS TOTCHIIMAJIBHO OTBJICKAIOIINAE
(hakTOpHl, CIOCOOHBIC TIOBIIMATh HA KOHIICHTPAITUIO W TICHXOJIOTHUECKOE COCTOSHUE
JIOTIPAITUBAEMOTO.

Cnemuduka paccliie1oBaHus KHOEPIPECTYINICHUH 00ycliaBIuBaeT
HEOOXOJUMOCTh  yue€Ta  OCOOEHHOCTEHW  MPOTUBOJCHCTBUS  CO  CTOPOHBI
MOI03PEBACMBIX. 3a4acTyI0 TIOI03PEBAEMBIC IEMOHCTPUPYIOT YBEPEHHOCTh B CBOEM
MPEBOCXOACTBE B 0o0jacTH WH(POPMAIMOHHBIX TEXHOJIOTHH TIO CpPaBHEHUIO
co caeAcTBHeM. B Takmx ciydasx 1enecooOpa3HO TPUBIICUCHUE CIICIIHAIIACTA,
COCOOHOTO OKa3aTh COACHCTBME KAk Ha OJTane MOATOTOBKA K JIOTPOCY,
TaK W HEMOCPEACTBEHHO B XOJI€ €ro MPOBEACHHS, TPEAOCTABIIAL SKCIECPTHYIO
MO/IICPKKY CIICTOBATEITIO.

B nporecce monpoca HEYKOCHUTETHFHO COOTIOAAIOTCS MPOTIECCYaTbHBIE HOPMBI
¥ TPaBHJIa, MPEAYCMOTPEHHBIC 3aKOHOAATEIHCTBOM. DTO BKIIFOYAET TAPAaHTHPOBAHUE
mpaB MO/I03PEBAEMOTO, B YaCTHOCTH, npasa Ha 3aIInTy
U TojJydeHue KBaauuimmpoBaHHOW ropuamdeckord momoru. CoOmoaeHne Bcex
tpedoBanuii YIIK P® k mnpoBeaeHuio pompoca SBIAECTCS 00S3aTEIbHBIM.
B cootBerctBum ¢ 4. 1 cr. 307 YK P® ponpammBaembiii mpeaynpekaacTcs
00 YTOJIOBHOW OTBETCTBEHHOCTH 3a Jady 3aBEJOMO JIOKHBIX TOKa3zaHwid. JlaHHas
uHOpMaIMs JOBOIUTCA 10 CBEACHHUS JOMPAITUBAEMOTO B KOPPEKTHOH dopme,
CIIOKOWHBIM M YPaBHOBEIICHHBIM TOHOM, UCKJTIOUAs MPOSBICHUE SMOIMOHAIBEHOTO
JABJICHUS, CIOCOOHOTO BBI3BATh CTPAX WIJIM HETAaTUBHBIC PEAKITUH.

JIromu ¢ rinyOoKMME TIO3HAHUSAMHA B WH(POPMAITMOHHBIX TEXHOJOTHIX OOBIYHO
Oojiee OTKPBHITHI K OOIIEHHIO BO Bpemsa jaompoca. CiaemoBareno PEeKOMEHIYETCA

HUCIIOJIb30BATDH AJalITUBHYIO CTPATCrulo, 3agaBas YTOUHAIOIIUEC BOIIPOCHI
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U JCMOHCTPUPYS TOHUMAHWE TEXHUYECKHX JAeTajieil. 3OT0  CcrmocoOCTBYET
YCTAQHOBJICHUIO JOBEPUTENBHBIX OTHOIIEHUW W TMOJYUYEHHUIO 0oJjiee MOJHOM
uHdopmaru. [Ipumepsr Takux BompocoB: «lIpaBmIbHO M S TOHWMAIO, YTO JaHHAS
nmporpaMmMa HCHoNb3yeTcss ad...7», «Mornu Obl Bbl MoApoOHee OOBACHUTD,
Kak paboraer 3T1oT airoputm?», «KOpPpPEeKTHO JM 4 MOHAJA Ballld CJIOBA B HTOM
koHTekcTe?», «He Mormu Obl BBl yTOUHUTH (DYHKIIHMOHAIBHBIE BO3MOXKHOCTH JTOTO
nporpaMMHoro obOecreueHua?y. Co3zganue KOH(MIUKTHOM CHTyallmH, HaoOOpOT,
MOXET HETAaTUBHO CKAa3aThCs HA PE3yJIbTATUBHOCTH JOMPOCA, BbI3bIBASA 3ALIUTHYIO
PEAKIMIO U YKIIOHCHHUE OT OTBETOB.

Opnaako, kak ormeuaror H. B. PaueBa u K. A. IlockounHOBa, «HETOCTATOK
CIEHUAIbHBIX ~TEXHWYECKUX 3HAHWUN Yy  CJAEA0BATEIs MOXKET  CTOJIKHYThCS
C CEPbE3HbIM HMHTEJUICKTYAJIbHBIM MPOTUBOJACHCTBUEM CO CTOPOHBI MPECTYIHUKAY.
HexoTopeie BBICOKOKBaJTM(PUIIMPOBAHHBIE KHUOEPNPECTYMHUKH, OCO3HaBast
OTPAHUYEHHBIE BO3MOXKHOCTU CJICICTBUS  0€3 CHEHMAIbHOTO 000pYyAOBaHUS
U SKCIEPTHU3bl, YKIOHAKOTCA OT COTPYAHWUYECTBA, YMBIILJIEHHO CKPBIBAS BAXKHYIO
MHPOPMALHUIO .

B xoxe paccnenoBanusa yroJoBHOIo Aena 1o 4. 3 ¢r. 272 u 4. 2 ¢r. 273 YK P®
npotuB rp. A. u 1p. b., o0nagaBmuX BBICOKON KOMMOETEHUUEH B 00JacCTH
KOMMBIOTEPHBIX  TEXHOJIOTUH, ObUIO  YCTAaHOBJIEHO, 4YTO OHH, JCHCTBYS
M0 TPEABAPUTEIBHOMY CrOBOPY WM M3 KOPBICTHBIX MNOOYXIACHUW, HEMPABOMEPHO
MOTYYHITH JOCTYT K 3aLUIIEHH O nHpopMaIu, MOIUPHITIPOBAITH
u pacrnpoctpanmin  ee. (O0a MOAO3PEBAEMBIX AKTMBHO  MPEMATCTBOBAIHU
paccaeIOBaHUIO, /1aBas JIOKHbIE M HEMOJIHbiE moka3zaHus. ClenoBaTeno MPUILIOCH
TINATEIbHO  AHAJIM3WPOBATh MPOTOKOJBI  JOMPOCOB, 3ampallivuBaTh  JaHHBIC
y UHTEPHET-MPOBal/Icpa U MPUBJICKATh CBUAECTENEH, YTOObI BBISIBUTH MPOTHBOPEUUS

B NIOKa3aHMAX. B pe3y/abTaTte BAHOBHOCTD IIOA03PEBAEMBIX ObLIA JOKAa3aHa>.

! PauyesaH.B., IlockounnosaK. A. TlpobGrneMHble acrekThl AOMPOCa MOMO3PEBAEMBIX

npu paccienoBannu kudeprnpecryruiennii // Texnonorun XXI Beka B ropucnpyneruuun. 2020. C. 522.

YronosHoe nemo Ne 1-971/2024 mo obOsuseHuro rp. A. u rp. b. B coBepienun
NPECTYIUIEHUs], npeaycMoTperHoro 4.3 ¢r.272, 4.2 cr. 273 YK P® // Apxus CrepnuramMakckoro
ropoackoro cyaa Pb.
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Ha »srame mpmanupoBaHus J0mMpoca, COBMECTHO CO CIENMAIHUCTOM B 00JIaCTH
WH()OPMAITMOHHBIX TEXHOJIOTHH, OMPEACISICTCS YPOBEHb TEXHHUUCCKOW CIIOXHOCTH
COBEPIEHHOTO TpecTymieHns. DopMymupyroTcss BOMPOCH, yCTAaHABIMBACTCS
WX TOCIEAOBATEIBHOCTh, OMPECIACTCS TOPANOK TPEABABICHUS WMEIOIAXCS
y CIeACTBUA MaTtepuanioB. CienuavcT MPEIOCTABIISET CIICIOBATENI0 HEOOXOIUMYIO
TEPMHUHOJIOTHIO JUTSI HMCTOJIb30BAaHUS B mporiecce gompoca. Kak pexoMeHAyioT
HEKOTOPHIE HCCIICIOBATENIA, MOJCIUPOBAHUE XOJa JOMpoca CHocoOCTByeT OoJiee
3 peKkTHBHON TOATOTOBKE K €r0 MPOBEICHHUIO.

Cnenopartemo He0OX0IUMO TTOATOTOBUTH MAaTEPHAITHI JIENA, BHIICITHB KITFOUCBHIC
cTpaHuilbl W 3adukcupoBaB (akThl, TPeOYyIONME YTOYHCHHS B XOJAE JOMPOca.
[ToaroTaBnuBatoTcst cxembl, ¢oTtorpadur W BEIICCTBEHHBIE TOKA3aTEIIbCTBA,
pacmoJlaraeMbI€ B OTIPEACIICHHOM TTOPSJIKE.

CuryarmuoHHBIA ~ TOAXOJ ~ TPEANONIaracT  WCHOJMb30BaHWE  TIOKA3aHWMA
MOTEPIIECBINETO U CBUACTECH IJI YTOUHECHHS W JOTOJIHCHUAS MOJACTH MPECTYTUICHUA,
ccopmMupoBaHHOK CJICAOBATETIEM. Pacxoxnenus MEXKIY MOKA3aHUASIMU
u YCTaHOBJICHHBIMHA (haxkTamu MOTYT CBUIETEIILCTBOBATH
b0 0  TPEAHAMEPEHHOM  WCKaXEHUW  HWH(pOpPMAIMK  JONPAIIHBACMBIM,
7100 0 HEBEPHOI MHTEPIPETAIINY TAHHKIX ciieaoBareaeM. JJis MUHUMHA3ZAITNN PUCKOB
MOAOOHBIX OIMUOOK MPUMEHAECTCA METO] MOJCIMPOBAHUSA, TO3BOJISIIONINN CO37aTh
rpadguuecKyro WM KOMIBIOTEPHYIO MOJIEH MPECTYTUICHHS.

Pabouwii sTam qompoca BKITIOYAET CICAYIONNE CTAINH:

1. Bcrynurenbnas wact. Ha maHHOM 5Tame  ycTaHABIMBAETCS KOHTAKT
C JOMpanmBaeMbiM. BaxkHO MPOAEMOHCTPHUPOBATh BHUMATEIHHOE W YBAXKHUTEIIHHOE
OTHOMICHWE, OCOOCHHO K CBHJIETENISIM, UbW MOKA3aHWUA MOTYT WUMETh CYIIECTBEHHOE
3HAUEHWE TS PACcCICIOBAHMS.

2. CBoboansbIit pacckas. JlompammBaeMoMy MPEAOCTABIACTCS BO3MOXKHOCTD
B CBOOOHOW (opMe WH3IOKHUTh WHOOPMAIUIO O COBEPIICHHOM MPECTYTUICHUH.
CnenoBatemo HEOOXOMUMO AaKTHBHO CIYMIATh, TMOJHOCTHIO KOHIEHTPUPYSCH
Ha pacckase gompammBaeMoro. @Oukcamms TMOKa3aHWH IMOCPEICTBOM  ayHO-

WJIW BUICO3AMUCH TIOBBITIAET JOCTOBEPHOCTD MOTYUYEHHOW HH(POPMAITHH.
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3. IlocranoBka BompocoB. HaumHad nompoc, BaXHO YCTAHOBUTH YPOBEHB
TEXHUYECKOM KOMMNETEHTHOCTH MOoj03peBaeMoro. HeoOXxoammMo YTOYHUTH Yy HEro
CTETICHb BJIAJICHAS WH()POPMAITMOHHBIMA TEXHOJIOTHSMH, TIOTIPOCUTH OMHCATh CBOU
onbIT padoTel B IT-cdepe, ecnmm TakoBOH MMeeTCsA. YTOUHHTH, KAKHE MPOTPAMMHbBIC
MPOAYKTHl W ONEPALMOHHBIE CHUCTEMBI OH MCIOJB3YET PEryJSApPHO. Takke BaKHO
BBISICHUTh, 3HAKOM JIM MOJIO3PEBACMBIM C METOJAMHU B3jioMa WIH 00X0Ja CHUCTEM
0€30MaCHOCTH, U UMEET JIK OH JOCTYI K CHECHUATU3UPOBAHHOMY O0OPYAOBAHUIO UJTU
MPOrpaMMHOMY O0ECIEYEHHUIO, KOTOPOE MOTEHIIMAIBHO MOKET ObITh MCIOIb30BAHO
JUIs coBeplieHuss kuoOepnpectymieHuid. [lepexoas k BompocaMm, HEMOCPEIACTBEHHO
CBA3AaHHBIM C PACCIACAYEMBbIM NPECTYIJICHUEM, HEOOXOAUMO BBISICHUTh, 3HAKOM
JU  TOAO03PEBACMBIH C KOHKPETHBHIMH [HA(PPOBBIMU  OOBEKTAMH, HWMEIOIIAMH
OTHOIICHHWE K ey, TakuMu Kak [P-aapeca, momeHHbIe MMEHA WM CHieruUUIECKOe
nporpaMMmHoe obecneuenue. Cieayer monpocuTh €ro 0ObACHUTh CBOE MPUCYTCTBUE
B ONPEAECTICHHOM MECTE WJIM CETU B YKA3aHHOE BPEM, a TAK)KE Y3HATh, PACIIOJIAract
JU OH KakoW-mmbo wHoOpMarmeit o camMoM HWHIMASHTE, Oyab TO aTaka, B3JIOM
WK apyroe kubepnpectyuieane. B oTHomeHnn nudpoBeiX Caea0B, 0OHAPYKEHHBIX
B XOJE pacciieNOBaHUA, BAXHO YCTAHOBUTH, PACIIO3HAECT JIA IIOJ03PEBAEMBIN
KOHKpeTHbie (haibl, (parmMeHTsl koma wiu Jjord. l[lotpebyercss oOBsicHEHHE
MPOUCXOKICHUA STUX (PaiIOB WM TAHHBIX HA €TO YCTPOMCTBAX.

3aBepiiaromas CTaaua A0MpPoca BKIOUACT MOABEACHUE UTOTOB, PA3bACHEHUE
JUTBHEHININX ACUCTBUU W AQHAIW3 MOJHOTHI JOCTHXKEHUS NEJIECH, TTOCTABJICHHBIX
HA JTare MJIaHUPOBAHUS.

TakTuka mompoca mpu pacciaeOBAaHUM AAHHOTO BUAA NPECTYIUICHUN HMEET
MEPBOCTENICHHOE 3HAYEHUE Ui packpeiThss Aena. OCHOBHbIE LiefM Jompoca —
ATO PEKOHCTPYKITUSA COOBITUH TPECTYIICHUA, TIOUCK CBUACTENCH W WACHTU(DUKAIIS
MOTEHIUAIBHBIX MOJA03PEBAEMBIX. J[OMPOC MO103pEBaEMOr0 HAITPABJICH HA MTOJTYUYECHUE
uH(OpPMAIM O METOAaX, WCIOJIB30BAHHBIX I HECAHKIIMOHUPOBAHHOT'O JIOCTYIA
K KOMITBIOTEPHOU CUCTEME, O XapaKTeEpPEe NEHUCTBUNA, COBEPIIEHHBIX BHYTPU CUCTEMBI
(HampuMep, Kpaka MaHHBIX, yCcTaHOBKa BpemoHocHoro I[1O, wmapymenue paboThi

CHCTEMBI), a TAKXKE€ HAa YCTAHOBJICHWE, JCHCTBOBAJ JIU MOAO03PEBACMBIA B OJMHOUYKY
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WJIY B COCTaBE IPyNnbl. BeIICHEHNE 3TUX KITIOUEBBIX JCTAIEH MO3BOJSAET CIEA0BATEIIO
chopmupoBaTh Ooyiee TOJHYIO KApTHHY TMPECTYTUICHHUS, OMPEACIATh KPYT JIHII,
MPUYACTHBIX K €r0 COBEPIICHHIO, U COOpaTh HEOOXOAMMBIE JOKA3aTENIbCTBA i
MPEABABICHUS] OOBUHEHUA.

Kpome Toro, monmyueHHass B Xoje Aomnpoca WHPOpMAIHs MOXKET MOMOYb B
MPEAOTBPAIICHUN TOAOOHBIX TPECTYIUIEHUH B OyaylleM, HanmpuMmep, MyTeM

BBISIBJICHUS YS3BUMOCTEN B CUCTEMAX O€30MaCHOCTH.

§ 3. Ha3zHa4yeHue U NpoOU3BOJCTBO Cy/Ae0HBIX IKCIIEPTH3

Pacmmipenne cmekTpa CnocoOOB COBEpIICHHS TIPECTYIUICHUH B cdepe
KOMITBIOTEpHOH  WH(pOpMamuu ®  pa3HooOpa3We WX  COCTAaBOB  NPHBOJAT
K HECOOTBETCTBHIO TPATUITMOHHBIX KPUMHHATACTUYECKAX METOJOB W AJITOPUTMOB
paccieoBaHus crieluduKe KHOepIPeCTyIUICHHH. 9TO0 00YyCIIOBICHO IPEXKAEC BCETO
XapaKTepoM HJICKTPOHHOU (1udpoBoii) mHOPMAIMK, BBHICTYMAONICH B KAdeCTBE
CPEICTBA  COBEPIICHWS  KUOCPNPECTYIUICHWH WM OOBEKTa  MPECTYITHOTO
nocsArarenscTBa. HecMOTps Ha MOTEHITMABHYIO JOCTYMHOCTh AAHHOW WH(pOpPMAIAN
JUTSL TIIAPOKOTO KPyra JIMI, €€ KOPPEKTHOE MONYYSHHE, OCMOTP W HCCIICIOBAHHE
TpeOyIOT ydacTHsA CHEHHUAIUCTOB, O00NAJAIOMMX HEOOXOJUMBIMH KOMIIETCHIIASIMHU.
[IpakTrueckn MO060€ B3aMMOJICHCTBHAE C KOMIBIOTEpHOW WH(pOpPMAIMEH B paMKax
paccieoBaHMA TPEANOJaracT MNPUMEHEHHWE CHEIUaNbHBIX 3HaHWW. MmenHo
MPUMEHEHUE CHEIUANbHBIX 3HAHWW KakK HAa CTaJdud W3BITHSA  allapaTHOTO
o0eCIeueHus, TaK | TIPY TTOCIIEYIONMEM YKCTIEPTHOM UCCIICAOBAHNH (BKITIOUAs aHAJIH3
MPOrPaMMHOTO OOECTICUCHUS W JAHHBIX) TO3BOJIACT MPHUAATh HU3BATHIM OOBEKTAM
CTaTyC OKA3aTeIbCTB.

KommproTepHo-Texandeckas skcneptuza (manee — KT3) obecrmeunBaer
MPUHIAIBEL Pa3pabOTKH W UCTOJIb30BAHUS KOMIBIOTEPHBIX CPEJICTB, YUACTBYIOIIMX
B WH(POPMAIMMOHHBIX TPOIECCAaX, OTPAXKEHHBIX B MarTepHaiaX YTrOJOBHBIX

WJIY TPAKJIAHCKHUX JeN. Y CTAaHOBJICHHE 00OBEKTUBHON UCTUHBI YacTO TpeOyeT aHaIu3a
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KOMITOHEHTOB KOMTIBIOTEPHBIX CHCTEM W WX (DYHKIHMOHAJA B PA3IMUHBIX OOJIACTAX
nearenpHocTd. HecMoTpsi Ha oTcyTtcTBHE ueTkoro ompenenenus KTO B HaydHOM
JUTEpAType, €€ CYTh PACKPBIBACTCS UYepe3 OMHCAaHHE OOBEKTOB MCCIICIOBAHUA.
Poccunckaa E. P. cBA3bIBaeT TEPMHH «KOMIBIOTEPHO-TEXHUUYECKAS SKCIIEPTU3AN
C UWHXCHEPHO-TEXHHUECKHM  TIPOUCXOXKICHUEM  BBIYUCIUTEIILHONH  TEXHUKH.
Ona oOTMEYaeT UCTOPUYECKYIO CBS3b TEPMHHA «KOMIIBIOTEPHAS TEXHHUKA)
C Pa3TUYHBIMHA BUJAMU OOECTICUCHHS] aBTOMATU3MPOBAHHBIX CHUCTEM YIIPABICHUS
(MaTeMaTHUECKUM, JUHTBUCTHYCCKUM, TEXHUYCCKUM, MPOTPAMMHBIM,
WH(OPMAITMOHHBIM W Jp.), paccMaTpuWBas €r0 Kak MPEANISCTBCHHWKA TEPMHUHA
«cyneOHas KOMIILIOTEPHO-TEXHHUECKas Skcneprusay (nanee — CKTD)!.

TepMuH «KOMITBIOTEPHO-TEXHUYECKAST OSKCIEPTH3a» CUMTACTCA Hambosee
MOJAXOMAIIAM, TaK KaK OHO OXBATHIBACT W amlmapaTrHble OOBEKTH (TEPCOHAIBHBIC
KOMITBIOTEPHI, TepudepuiiHbie yCTPONCTBA, CETeBOEC O00OPYIOBaHUE, MOOWIHHBIE
TenedoHbl, UMMOOMITAM3ePhl, KapThl MaMATH U Ap.), Tak u 110, uHbopManmoHHbIE
JMaHHbIC (TEKCTOBBIC W Tpaduueckwe MAOKYMEHTHI, 0a3bl JaHHBIX, JOT-(haiiyibl),
a TaKke KOMIIOHEHTBI KOMIILIOTEPHEIX ceTeii?. B npakTHKe SKCHEPTHON NeATEIbHOCTH
YacTO  BCTPEYAIOTCA  MYJBTHMEIWWHBIE  JaHHBIC, TakKhe KAk  BHUJCO-
¥ aynauosamucH. TakuMm o0pa3oM, JaHHBIA TEPMUH aAEKBATHO OTPAKAET MIUPOKHIMA
CHEKTP OOBEKTOB UCCIICAOBAHMS B paMKaX JTAHHOTO BU/IA YKCIICPTH3HI.

Poccunckasa E. P. u I'ansammna E. U. onpeaenstor CKTO kak uccieaoBaHue,
MTPOBOJUMOE C TIEJIBIO OMPEACIICHUS CTaTyca O0BEKTa KaK KOMITBIOTEPHOT'O CPE/ICTBA,
BBISIBJICHUSA €T0 POJM B PACCIICyeMOM TPECTYIUICHHH W TOJIYYEHHUS JOCTyIa
K wuHpOpMAIMA HA HOCUTENAX MaHHBIX JUIS TOCISAyIomero ananmsa. JlanHoe
OTpEeACICHUE, B 1IEJI0M, KOPpPeKTHO oTpakaeT HazHaueHne CKT3I. Ognako aBTOpPHI
cyxkatotr npeameT KTD 10 TeXHUYEeCKOTO WCCIEAOBAHMS KOMMBIOTEPA, B TO BpPEMs

KaK KJIFOUEBOM 3a/1aueii pacciieoBaHus KUOEPNPECTYIJICHUN ABISETCA YCTAHOBJICHUE

' Poccunckas E. P. CynebHas 5kcrepTu3a B TIPakKIaHCKOM, apOMTPaKHOM,

aIMIUHUCTPATUBHOM M YTOJIOBHOM Mpouecce: Mmororp. M.: Hopma: Uudpa-M, 2018. C.233.

2 Coicenko A. P., Cwmupuosa M. C., Tumomenko C. E. IlpobGnembl Ha3zHaueHUs
U TIPOU3BOJICTBA CYAEOHOW KOMITBIOTEPHO-TEXHUYECKOH sKcnepTu3bl // CuOupckoe opuandecKoe
obospenue. 2020. C. 523.
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1 POBBIX (BUPTYaJIbHBIX) CJIEJI0B MPECTYIHOMN NEATETBbHOCTH
B cetd IHTEpHET M MaeHTH(HUKALIUSA JIULA, COBEPIIMBLIETO NAHHYIO AEATEIbHOCTD ',

Takum oOpa3zom, HECMOTpPs Ha TO, YTO KOMMBIOTEP (B IIHPOKOM CMBICIIE,
BKJTIOUAsi JIIO0O€ 3JEKTPOHHO-BHIYMCIIUTEIIEHOE YCTPOMCTBO, €ro  KOMITOHEHTHI
U HocuTenu mtmdpoBoit wmHGpOpMANWUK) BXOAUT B obOmacte wucciemoBanus KTO,
OH HE BCErJa SABIACTCA €€ HEMOCPEACTBEHHBIM TMPEAMETOM. | eXHUYeCKas
JMATHOCTHUKA KOMITBIOTEPHOTO O0OpYJOBaHHUS cama Mo cebe HEe BCerja JTOCTaToYHa
JUTSL TOCTYKCHUS TIeJied paccrienoBanna kubepnpectymieHuii. KimodeBoe 3HaueHne
UMEET YCTaHOBJCHHE (haKkTa WCIOIB30BAHUS KOMIBIOTEpA I COBEPIICHUS
MPOTUBOIPABHBIX NEHCTBUM.

B pamkax KTO »skcmepr, pexkoHcTpyupys mporecce (hOpMHPOBAHUSA CIICIOB
C y4eTOM OCOOEHHOCTEH oToOpaxkeHus MHU(PPOBBIX (BUPTYyalbHBIX) CIEMIOB,
aHATM3UPYET MEXaHW3M WX O00pa3oBaHWS H BO3MOXKHOCTH €T0 peajm3alud
B KOHKPETHBIX YCJIOBHSIX.

Hensto KTD samasercs monydeHue wuHpOpMAIMA O TaKWX BHUAAX
MPOTUBOMIPABHON  JCATENBHOCTH,  Kak: HECAHKIIMOHUPOBAHHBIN  JOCTYN
K WH()OPMAITMOHHBIM CUCTEMaM 1 TIEPEXBaT JAHHBIX, XUINCHUE OTITAYCHHOTO BPEMEHHU
B WH()OPMAITMOHHO-TEIICKOMMY HUKAITMOHHBIX CeTHX; pactpocTpaHeHHE
BPEJAOHOCHOTO TPOTPAMMHOTO  OOECICUEHUS, PACHPOCTPAHCHUE MAaTEPHAJIOB,
coepXalmx JACTCKYI0 TopHOorpaduio; HapyIIeHWE aBTOPCKUX TMpaB B cdepe
MPOTrPAMMHOTO O00ECTICUEHHUS, MOIIEHHWYECTBO C WCIIOJb30BAaHUEM OAaHKOMAaTOB
U TUIATEXKHBIX CHCTEM;, MOIIICHHWYECTBO B 00JIACTH MOOWJILHOW CBS3U M TUTATEIKEH,
WU3TOTOBJICHWEC W  PACMIpPOCTPAHEHHWE  CHENMUAIBHBIX  TEXHHYECKHX  CPEJNCTB,
MPEAHA3HAYCHHBIX JJIA  HETJIACHOTO  TMOJNIydeHWs WHGOpMaryu, HE3aKOHHOE
pacrpocTpadneHue 0a3 JaHHBIX, COJAEPKAIMWX KOH(MUASHIHAIbHYIO WH(MOPMAIIHIO,
CETEBOM AKCTPEMHU3M H UCTIOIb30BaHNE WH(POPMAITMOHHBIX CETCH I OCYIIECTBICHUS

TEPPOPUCTHUECKON NEATETBHOCTH.

! Poccunckas E. P., Tansmuna E. Y. HacTronbHast KHMra Cydbd: cyaeOHas SKCIIEpTH3a.
M.: IIpocnekr, 2011. C. 275.
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KoMmproTepHO-TEXHUYECKAsT AKCIIEPTH3a OXBATHIBACT IMUPOKHH  CHEKTP
O00OBEKTOB, HAuWHAsA C aNmaparHOTO OO0ECTCUCHHs, TAKOTO KaK KOMIIBIOTEPHI,
nepudepuitHpie yCTpoHCTBa (MBIIIIb, KJIaBUATypa, MPUHTEP), CETEBOE 000PYIOBAHUE
(pOoyTephI, KOMMYTATOPHI ), BCTPAWBAEMBbIC CUCTEMBI (HAPUMED, CUCTEMBI YIIPABICHUS
B aBTOMOOWJIAX), KOMIUICKTYIOIIHE, HOCUTeNHM wWH(popManu (KECTKAE JTUCKH,
(iemku) W 3akaHUMBAs MPOTPAMMHBIM OOecTieueHreM (OTICPAIlMOHHBIE CHCTEMBI,
MIPWIOKEHMS ) U caMOi mH(pOpMaNACH, TPEICTAaBICHHON B pa3HO0Opa3HbIX (popmaTax,
BKJTEFOYAsI TEKCTOBBIC TOKYMEHTHI, N300PaKCHHUS, BUICO U Oa3bl TaHHBIX.

Pazgutne KTD B Poccum Hanpsmyro CBA3aHO ¢ MNOTPEOHOCTAMM
MPABOOXPAHUTEIIBHOM CHUCTEMbl M PAa3BUBACTCA NAPAUICIBHO C  3BOJIIOLUEH
uHopmarmonHbix TexHomormii w  twiatgopm. I[lpeamerom KTD  sensrorcs
(hakTHUECKWEe MAHHBIC, KOTOPHIE YCTAHABJIMBAIOTCA IyTEM aHAjIW3a TPUHITATIOBR
paboThl KOMMBIOTEPHBIX CHUCTEM W HWH(OPMAIMOHHBIX MPOIECCOB. JTH JAHHBIC
UCTIOJIB3YIOTCST B KAaueCTBE  JIOKA3aTE€NIbCTB B TPAXKIAHCKUX,  YTOJOBHBIX
¥ aJIMUHUCTPATABHBIX JICIIaX.

Knaccudukanms KTO ocHOoBaHa Ha HCCIIETIOBAHUN KOMIIOHEHTOB COBPEMEHHBIX
AEKTPOHHBIX YCTPOHCTB, TaKUX KaK cMapT¢OHBI, KOMITBIOTEPHI
Y1 KOMMYHUKATOpPbI. BeiAenat0T yeThipe 0OCHOBHBIX BUaa KTO:

1. AnmaparHnas (TeXHAYeCKas ) IKCIEPTH3a — U3ydaeT (PU3NIECKIUE KOMITOHEHTHI
KOMITBIOTEPHBIX CHCTEM (OTIPEICTICHUE IPUYHUHBI BBIXOA U3 CTPOS KECTKOTO JWCK);

2. [lporpamMmMHasi SKCTepTHU3a — aHAJIU3APYET NPOrpaMMHOE OOeCTeueHUE
(BBIABJICHHE BPEIOHOCHOT'O KOJ/Ia B POTPaMME ),

3. Undopmarnmonnas (maHHBIE) SKCHEPTH3a — HCCIASAYeT WH(POPMAITHIO,
CO3JaHHYIO MOJIb30BaTeieM (BOCCTAHOBIICHHUE YAAICHHBIX (DaityioB);

4. CereBasg okcnepth3a — (OKYCHPYETCS HaA CETEBHIX B3aUMOICHCTBHUAX
1 uHppacTpyKType (aHaIU3 ceTeBOro TpadmKa A1 ONPEICCHUS NCTOUHAKA aTaKH ).

IToaroroska k HazHaueHnio KTO BKIIIOUaeT ClIeAyIOITUE ATATIbI:

1. ChopmynupoBaTh KOHKPETHBIE BOMPOCHI, HA KOTOPHIC KCIEPT OJDKEH J1aTh

OTBETHI,
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2. Onpenenuth HEOOXOAMMBIE MATE€pPUATIbl — CIEAYET ONPEACIUTh, KaKue
MaTepHUalibl YTOJIOBHOTO /€712 HEOOXOAUMbI SKCIEPTY AJIA MPOBEJACHUS UCCIIECIOBAHNS,
1 00€CTIeunTh MX KOMMUPOBAHUE (TIPOTOKOJIBI OCMOTPA MECTA MPOUCIIICCTBHS, H3BSATHIC
1udpoBBIC YCTPOHUCTBA);

3. IlpaBuiibHO OTOOPaTh M yNaKOBaTh OOBEKTHI, KOTOPBIE OYyT UCCIIEAOBATHCA
(kommbrOTEP, CMApTQOH, (PIEIT-HAKOTTUTEND ),

4. OhopMHUTH TTOCTAHOBIICHUE WJTH OTIPEJCIICHIE O HA3HAUCHNUN YKCIICPTH3HI

5. OnpenenuTbes ¢ SKCIEPTHBIM YUPEIKICHUEM.

TwiarensHas mnoaroroBka kK HasHaueHWio KTD CylIecCTBEHHO TMOBBIIIACT
e A(pPEKTHBHOCTH U CIIOCOOCTBYET YCIICIITHOMY PacCICA0BAHHUIO.

[TpoBeneHrEe KOMIBIOTEPHO-TEXHUUECKON HKCIEPTU3bI PETYIUPYETCA OOIMMU
MPOLIECCYAIbHBIMU HOPMaMH, TaK KaK CICHUAJIM3UPOBAHHOTO 3aKOHOAATEIbCTBA
B HTOM oOjlacTM moKa HEe pazpadoraHo. YacTto BeTpevaroiieics OmmOKoW npu
HazHaueHnu KTD daBnsercs mocTaHOBKAa Mepes IKCIEPTOM BOMPOCOB ITPABOBOTO
XapakTepa, Hampumep, «SBiasercs U YCTAaHOBJICHHOE MPOrPAMMHOE OOECIICUCHHE
koHuTpadakTHeiM?». Takas ¢GopMyaupOBKAa HEIOMYyCTHMA, IOCKOJIBKY 3KCIEpT,
00JIalatoINil  CIICHUATIbHBIMA TEXHUUYECKUMU 3HAHUSIMHU, HE KOMIICTCHTCH AaBaTh
opuauieckue orneHku. Pemenne o kontpadakrtaoctr [10 sBnsercs mpeporatuBoi
Cy/la, OCHOBBIBAIOILIETOCS HA COBOKYMHOCTH JOKA3aTEJIbCTB, BKJIIOUAs 3aKIHOUEHHUE
skcnepra. [logoOHBIE BOMPOCH MOPHUBOJAT K CMEIICHUID KOMMETEHIUH Ccyaa
U DKCIEpPTa, UYTO MOMKET CTaTh OCHOBAHWEM ISl OCMApUBAHUA 3aKIIIOYEHUA
AKCHEPTU3BI.

Tak, npu pacCMOTPEHUM MATEPUATIOB YTOJIOBHOTO J€ia, BO30YKIEHHOTO MO
MpU3HAKaM TMPECTYIUICHUH, TMPEeayCMOTPEHHBIX 1. «a» 4. 3 cr. 2721,
4.2 ¢cT. 159 YK P®, B X0/1€ KOTOPOTO OBIJIO YCTAHOBJICHO, UTO HEYCTAHOBJICHHOE JIUIIO,
HaxoJsICh B HEYCTAHOBJECHHOM MECTE, YMBIIUICHHO, U3 KOPBICTHBIX MOOYKIACHHM,
C TIENBIO XHWIEHUS YY>KOTO HWMYIIECTBA, TOMYUYWT KOH(PHUACHIIMAIBHBIC JTaHHBIC,
MO3BOJIAIOIIME  OCYIIECTBIATH OecCnpensATCTBEHHBIM  JOCTYIL, COBEPIINII
HEMPABOMEPHBIA JIOCTYN K OXPaHAEMOW 3aKOHOM WH(pOPMAIAX, COJCpKaIIehHCs

B JIMYHOM Q4AKKAYHTC B MCCCCHIZKCPC ((TeHeraMM», rac mnmpoaosrKas CBOM eI[HHBIﬁ
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MPECTYMHBIN YMBICEJI, HANPABJICHHBIM HA TAaWHOE XWINCHUE 4YY>KOTO MMYIIECTBA,
U3 KOPBICTHBIX MOOYXKACHUHN, UCIIOJIb3YSl IEPCOHATIBHBIC TAHHBIC U JIMYHBIA aKKayHT
rp. P., OT ee WMEHH MOXWUTWIO ACHEXKHBIE CPEACTBA. B CBA3M C M3JIOKEHHBIM,
JUISl YCTAHOBJICHUS OOCTOSITENIbCTB, UMEIOIIUX 3HAYEHUE AJIs YTOJIOBHOIO Jieia, Obljia
Ha3HAUY€Ha CyJAcOHO-KOMMIBIOTEPHAS 3KCIEPTH3a M TOCTABJICHBI MEPE] SKCIEPTOB
CHEIYIOIIAE BOMPOCHI:

1. Kakue (aitner ObutM ckauaHbl HA TIPEACTABICHHBIN HA HKCIIEPTH3Y COTOBBIM
tenedon?

2. Kakue neficTBUs COBEPIIAIUCH B CUCTEME B YKA3aHHbIN NEPUO BPEMEHU ?

3. meroTcst i HA TIPEICTABIICHHOM Ha SKCIIEPTHU3Y COTOBOM Tenedone (aibi,
JETEKTUPYEMbIE BUPYCHBIMU MPUIIOKECHUAMM?

4. BbUIH 1 UCTIOJIB30BAHBI BPEIOHOCHBIE MPOTPAMMBI, TPOTPAMMBbI YJAJIEHHOTO
aocTtymna’?

5. UmeroTrcst v Ha TPEACTAaBICHHOM Ha OHKCIEPTH3Y COTOBOM TenedoHE
CBEJICHUS O MEPENICKE NOCPeAcTBOM npunokenus « Temerpammy»!?

B. B. TlomaxkoB m A. B. IllebamuH o0TMeUarOT, 4YTO CJIeAOBATCIIH
MPU COCTABJICHUU MOCTAHOBJICHUS O HazHaueHMH KTD 3auacTyro HE yKa3bIBAKOT €€
BUJl, OTPAaHWYWBA’ICH POJOBHIM Ha3BaHWEM, HWH(QOPMAIMS O BHUAEC OSKCIIEPTU3HI
W3BJICKACTCS W3 aHAIM3a MOCTABJICHHBIX BOMPOCOB M MPEAOCTABIICHHBIX MATEPHAJIOB.
XOT4 3TO B HE ABJIAETCS MPAMBIM HAPYIIEHUEM MPOLIECCYATBHOIO 3aKOHOAATEIbCTBA,
OTCYTCTBHE B MMOCTAHOBJICHUU YKa3aHUSA KOHKPETHOTO pona
W BHJA OKCIEPTH3bl WA WX HEKOPPEKTHOE YKAa3aHHE CBUACTEIBCTBYET
O HEIOCTAaTOYHOM MNOHUMAHWUM CjeaoBaTenaeM Ilenei uccienoBanus. CleacTBueM
ATOTO MOKET OBITh HEKOPPEKTHAsA (POPMYJIMPOBKA BOMPOCOB SKCHEPTY, UTO, B CBOIO
ouepeab, TPUBOIUT K HEOOXOAMMOCTH TipoBeneHus mnotopHoi KTD (mapymenue

INPUHLMIOB Pa3yMHOr0 CpoOKa CyJONPOM3BOACTBA W OOECHeYeHus J0CTyna

' Vronosnoe nemo Ne 1-653/2022 mno o6BuHeHHI0 P. B coBeplueHHH NpeCTyIIEHUs,

NPEeAyCMOTPEHHOro M. «a» 4. 3 cT. 272.1, u. 2 cr. 159 YK P® // Apxus CrepauTaMakCKOTO
ropoackoro cyaa Pb.
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K TPaBOCYAHMIO) WIM TPU3HAHWIO 3aKIIOYCHHUS OSKCTIepTa  HEIOMyCTHMBIM
nokazatenscTBoM (cT. 75 VIIK PO®).

B nocraHoBieHuun ciaeayeT ykazaTh BO3MOKHOCTh KOPPEKTUPOBKU 3KCIEPTOM
MOCTABJICHHBIX BOIIPOCOB Wi n00aBJICHUS COOCTBEHHBIX
(B cootBetcTBHH ¢ 4. 2 ¢T. 204 VIIK P®D). 310 00ycnoBneHo 6onee riryOOKUM 3HAHHUEM
IKCIIEPTOM  CIieU(PUKKA  HUCCIIeTyeMoro o0BeKTa ¥ 00JIaCTH  KOMITBIOTEPHO-
TEXHUYECKOUN IKCIIEPTHU3HI.

Poccunckas E.P. copaBemmmBo oTrMmedaer mpoOjeMy pocTa  uMcia
HETOCY/IAPCTBEHHBIX SKCHEPTHBIX YUPEXKACHUN, HE O0O0JIaNaroMX JTOCTATOUHOM
kBanudukanuer B obnactu cyacOHbX KTD, uTo mpHBOAMT K MHOTOUYHMCICHHBIM
OIInOKaM.

[lpy  Ha3HAueHWHM  KOMIBIOTEPHO-TeXHHUeCKOH  skcmeptusbl  (KTD)
cleAoBaTeNb, J03HABATENb WM Cya OO0A3aHbl TIIATEIBHO TOAOWTH K BBIOOPY
AKCHEPTHOTO YUPEKIACHUA UM KOHKPETHOTO SKCIEPTA.

OTCcyTCcTBHE UYETKHX KBATM(PHUKAIMOHHBIX TPEOOBAHWN K KOMITBIOTEPHO-
TEXHUYECKUM SKCIIEPTaM, B COUETAHUU C MTPoOEIaMu B TPOLICAYPE UX BbIOOPA, CO3/1aeT
cepbe3nbie pucku. HekBammpuImpoBaHHBIN SKCIIEPT MOXKET HE TOIHKO MPEIOCTABUTh
OIIMOOYHBIE PE3YJIbTAThI, HO W MOBPEIUTh WM YHUUYTOXHUTh anmnapaTHbIE CPECTBA
Y JJAHHBIE, YTO MPUBEAET K YTPATE BAXKHBIX IOKA3ATEIbCTB.

Hanpumep, 3kcnept ¢ OOIIUPHBIM OMBITOM B 00JIACTA PEMOHTA KOMIIBLIOTEPHOTO
000py/10BaHUs MOXKET HE o0J1anaTh JOCTAaTOUYHBIMH 3HAHHUSIMHU
B 00J1aCTH aHaAIM3a BPEJAOHOCHOTO MPOTPAMMHOTO 00€CIEUCHUS WU BOCCTAHOBJICHUA
YVAQJICHHBIX TaHHBIX. B Apyrom ciydae, sKCnepT, COEHUATU3UPYIOIIMNACA HA CETEBBIX
TEXHOJIOTUAX, MOXET HE MMETh JOCTATOUHOW KOMMNETEHUMH JId aHAIu3a JAHHbBIX,
U3BJICUCHHBIX C MOOUJIbHBIX YCTPOMCTB.

CymecTByromuii mpo0ea B 3aKOHOJATEIbCTBE, KACAIOMIMICA KBaTH(UKAIIAN
KOMMBIOTEPHO-TEXHUYECKUX  AKCHEPTOB, HEOOXOAMMO  yCTpaHuTh. Jlumiom
0 TEeXHWYECKOM oOpazoBaHmmM W OoOmmiA ombIT padoTel B IT-cdepe He ABIAIOTCA
JIOCTAaTOYHBIMHA TAPAHTHUSAMU KOMIETEHTHOCTH B crermduuecknx obmactax KTO,

TAKHUX KadK dHaJIn3 BPCAOHOCHOI'O HO, BOCCTAHOBJIICHHUC OAaHHbLIX, HCCICAOBAHHC



53

CETEBbIX aTaK, aHAJIM3 KPUINITOBATIOTHBIX TpaH3akiuii u T.1. Heobxoauma pazpaboTtka
YETKUX KPUTCPUEB OICHKH KBATU(UKAINK HKCIEPTOB, CHEIHATUIAPYIOMINXCS
Ha pa3JIMUHbIX BHAAX KOMIBIOTEPHO-TEXHUUECKUX HCCICIOBAHUM, a Takxke
MPO3pPaYHON MPOLEAYPhl KX ATTECTALIMKU U AKKPEAUTAIUH.

Pazsutre wH(pOPMAIMOHHBIX TEXHOJOTHH OOYCIOBIMBAET HEOOXOIUMOCTH
TIIATEIbHON MPOBEPKU COOTBETCTBUA OMbITA U 3HAHWH SKCIIEPTA KOHKPETHOMY POy
u Buay nposoaumoit KT3.

[Tposenenne KT HaunHaeTca ¢ pa3faenbHOTO NU3YYEHUA 00BEKTOB SKCIICPTU3BI,
aHaju3a UX OOIIMX W YACTHBIX MPU3HAKOB W CBOMCTB, PELICHUS TUATHOCTUUYECKUX
U WICHTH(PUKAIMOHHBIX 3a1ad. HekoTopbie BOMPOCH TPEeOYIOT TPOBEACHUS
AKCIIEPTHBIX OSKCIEPUMEHTOB. MaeHTH(UKAIMOHHBIE 33aMaud  PEIIAlOTCA IMyTeEM
CPaBHUTEIBHOTO UCCACIOBAHUS JUISl BBISIBJICHUS COBHNAJCHUNA WM Pa3Iuuuid
MPU3HAKOB OOBEKTOB, a TAKXKE COMOCTABJICHUS X ¢ 00pa3liaMy WJIN 3TAJIOHAMM.

Ha 3axmountensHOM 3Tane wccneaoBanus (GOPMYIHPYIOTCS BHIBOABI B BUJC
OTBETOB HAa MOCTABJICHHBIC BOMPOCHI. BhIBOABI OCHOBBIBAIOTCS HA MPEACTABICHHBIX
AKCMEPTY WIH BBIABICHHBIX UM JAHHBIX 00 OOBEKTE UCCIICIOBAHMS, a TAKIKE HA OOIIHNX
HAYyYHBIX MOJIOKECHUAX SJICKTPOHUKH, PATUOTEXHUKHA U MPOrPAMMUPOBAHUS.

B pesynbTaTe aHanuza 3aKIOYEHUHA KOMMBIOTEPHO-TEXHUUECKUX HKCIEPTH3
OBbLJTU BBISBJICHBI CJAEAYIOIIUE MPOOIEMBI;

1. HexoppekTHas dhopmyupoBKa BOITPOCOB u3-3a OTCYTCTBUS
MPEABAPUTEIBHBIX KOHCYJIbTALMMI CIAE0BATEIN YACTO 3a/1at0T BOMPOCHI, BHIXOSIINE
3a paMKH KOMIETEHIHUH SKCHEPTOB WM TPEOYIOUIUE JJIUTEIbHOTO HCCIICIOBAHMUS,
YTO YBEJIMUMBAET CPOKHU MPOBEICHUS IKCIIECPTHU3;

2. MHOTOOOBEKTHBIE UCCACAOBAHUA B PaMKax OJHOTO IOCTAHOBJICHUS.
HampaBnenne HECKONMBKAX OOBEKTOB (CHCTEMHBIX OJIOKOB, MECTKHX JIHCKOB,
HOYTOYKOB) Ha WCCICIOBAHME B paMKaX OJHOTO TIOCTAHOBJICHHWS 3aTPYIHSCT
BOCIIPUATHE PE3YIbTATOB. PEKOMEHIYETCS BBIHOCUTH OTAECIBHOE IMOCTAHOBJICHUE

Ha KaXAblid 00BEKT Jij1s1 00Jie€ UETKOrO U CTPYKTYPUPOBAHHOTO 3aKTHOUEHHUS
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3. HemoctaTtouHOCTh WM HECOOTBETCTBHE TPEIOCTABICHHBIX MATEPHAIOB:
CrnenoBaten WHOT/IA MPEAOCTABIISAIOT HETOJHBIC WM HEPEICBAHTHBIC MaTECPHAIIHI,
HEOOXOIUMBIE JUTS TIPOBEACHUS YKCIIEPTH3HI;

4. HecBOEBpEMEHHOE HA3HAUCHUE SKCIEPTU3. JHAYUTEIbHAA 3aJEPKKA MEKTY
BBIHECEHHUEM TIOCTAHOBJICHUA W TIOCTYIUICHUEM MAaTePUAjiOB B SKCIEPTHBIN IICHTP
HETaTHBHO BJIUSET HA CPOKHU PACCCIOBAHMUS.

Jlna perrernst 3TUX TpoOieM W TOBBIIIEHNA Y(DPEKTUBHOCTH pacCiieT0BaHUS
YTOJIOBHBIX I HEOOXOAMMO YIIYUYIIUTh B3aUMOJCHCTBHE MEXKIY CIICICTBCHHBIMHA
¥ SKCTEPTHBIMHU TOJPA3JACIICHUSIMA KaK Ha dTale HAa3HAUYCHHs, TaK W B TPOIECCE

MMPOBCACHHUA KOMIIBIOTCPHO-TCXHUYCCKUX SKCIICPTHU3.
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3AKVIIOYEHUE

B 3akmodeHue crenyer KOHCTAaTHPOBAaTh, YTO CTPEMHUTENIBHOE PA3BUTHE
WH(OPMAITMOHHBIX  TEXHOJOTHH, OOYCJIOBHBINIEE TIOBCEMECTHOE  BHEAPCHHE
KOMIBIOTEPHBIX CUCTEM MW paclIUpeHue Jaoctyna kK cetu VHTepHer, Hapsanmy
C TIO3UTHMBHBIM BJIIUSTHUEM HA Pa3NuuHble cPepbl OOMECTBEHHOW >XM3HU, TPHUBEIH
K POCTYy MpPEeCTYIUICHHH B cdepe KOMIBIOTEPHOM uHbOpManuu. TpaHCrpaHUIHBIH
XapaKTep, BBICOKAS JIATGHTHOCTh W HW3OMIPEHHOCTh (PopM KHOEPIPECTYMHOCTH
MPEACTABIAIOT COOOH CEpbE3HbIA BBI3OB Uil MPABOOXPAHUTEIBHBIX OpPraHoB,
AKTyaJu3upys HEOOXOJUMOCTh COBEPIICHCTBOBAHUS TAaKTUKH  MPOU3BOJICTBA
CJICIICTBCHHBIX JICHCTBUM, HAMPaBJICHHBIX HA 3((EKTUBHOE pacciienoBaHue AAHHOW
KaTerOpyuM MPECTYIIICHUMN.

[Ipectymnennsa B cepe KOMIBIOTEPHOW WHGOPMAIMHA TPEACTABIISIOT COOO0H
OOIIIECTBEHHO OMACHbBIEC JICSIHUSA, MOCATAIONME Ha O€30MacHOCTh KOMIMBIOTEPHOU
uH(OPMAITMN W CHCTEM, WCIIONB3YIOMINE KOMITBIOTEPHBIC TEXHOJOTHH B KAueCTBE
WHCTPYMEHTA, CPEJICTBA WIHM MPEAMETA NMpecTyIieHrus. KoueBbiMA BUAAMUA TaKUX
MPECTYIUICHUH SABJIAIOTCS HEMPABOMEPHBIM JOCTYN K WH(pOpPMAIMA, CO3/aHNE
Y PaCHpOCTPAaHEHUE BPEIOHOCHBIX IPOrpaMM, HAPYLICHWE MPaBWJl SKCIUTyaTaluu
KOMIIBIOTEPHBIX CHUCTEM MW  HENPABOMEPHOE BO3IAECUCTBUE HA KPUTHUYECKYIO
uHdopMarmonayo HHPPACTPYKTYpy. OTIHUNTEIPHBIMA YePTaMH TaHHON KaTErOPHH
NPECTYIJICHUHA BBICTYNAIOT BBICOKAsA JIATEHTHOCThb, TPAHCITPAHUYHBIA XapakTep,
JUHAMUYHOE Ppa3BUTHE CHOCOOOB COBEPIICHHUS W TNOTCHIMAT MPUYNHCHHS
3HAYUTEBHOTO yIiepoa.

AHanuz KPUMHUHAIIUCTHYECKOU XapaKTEPUCTUKH paccMaTpuBaEeMbIX
MPECTYIUICHUH  TMO3BOJISIET  BBIABUTh  TUIOBBIE CHOCOOBI WX  COBEPIICHUA
U pa3padoTaTh aJECKBATHbIE MeEpbl MPOTUBOACHCTBHA. L[eHTpalibHBIM >JEMEHTOM
KPUMHHAJTUCTHUYCCKON XapaKTCPUCTUKH TPECTYIUICHUH B cdepe KOMIMBIOTEPHON
uHOpPMAIK ABIACTCA JTUIHOCTH MpecTymHUKA. COBPEMEHHbIE KHOCPIIPECTYITHUKH,
o0jafaronie BBICOKOW KBaNM(UKAIMCH, AKTUBHO MPUMEHSIOT TMPOTHBOICHCTBHE

MIPABOOXPAHUTEIIEHBIM OpPTraHaM, MCIOJb3ys MU(GPOBAHKUE, TPOTPAMMBI YIAJICHHOTO
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JOCTyNa W JAPYrM€ METOJbl, 3aTPYIHAIOIIME COOp J0KA3aTeNIbCTB U MPOBEJACHUE
PO3BICKHBIX ~ MeponpusaThui.  JleTalbHOE  WM3YyYE€HHE  KPUMUHAJHUCTUUYECKOMN
XapPaKTePUCTHKKH  CMOCOOCTBYET  ONTUMM3AlMM  Tpoliecca  pacciaeOBaHUA
1 3(DPEeKTUBHOMY TPUMEHEHHIO COBPEMEHHBIX KPUMHHATACTHYECKUX METOI0B
u cpeactB. OCHOBHASA CIIOKHOCTh pacclieIoOBaHUs KHOepIpecTyIJIeHuH 00yClIoBlIeHA
WX TEXHOJIOTHYECCKOW CIIOKHOCTBIO H  CHEeIU(pUKONW TOpAAKa COBEPIICHUS.
JlanbHeHIMEe Hay4yHbIE€ WCCIACIOBAHMS JOJIKHBI ObITh HAMpPABJICHbI HA JETAIBHOE
BBISIBJICHUE ATANOB U METOJOB COBEPIICHUSA KUOESPIPECTYIICHHUM.

Crnemmduka 1udpoBBIX  JAOKA3ATENBCTB  O0YCIAaBIWBACT  OCOOCHHOCTH
MPOBEICHUS OCMOTpAa MeCTa TMPOUCIIECTBHSA, OOBICkAa W BhIEMKH B cdepe
KOMITBIOTEpHOH WH(OpMaIuu. YCHEenHoe pacclieOBaHUE PacCMaTPUBAEMBIX
MPECTYIUICHUH TpeOyeT OT MNPaBOOXPAHUTEIBHBIX OPraHOB HE TOJBKO 3HAHUA
MPOIIECCYATbHBIX HOPM, HO ¥l TOHUMAHUS TEXHUYECKHUX aCTIEKTOB (PYHKITMOHUPOBAHUS
KOMITBIOTEPHBIX CHCTEM M CeTel. KOMIMIEKCHBIN MOIXO0/T, BKITIOYAKOIIAN MPUBJICUECHUE
KBATA(PUITUPOBAHHBIX CIICITHAIIMCTOB U TIIATEIIFHOE TOKYMEHTHPOBAHUE BCEX ITAMOB
CJICICTBCHHBIX JIEHCTBUN, TO3BONSAET d(PpdekTnBHO codbupath W (PUKCHPOBATH
U(POBBIX CIICIOB TPECTYIMHON MESITEIIbHOCTH B ceTH MHTepHeT, uTO sABIACTCA
KITIOUEBBIM  (DAaKTOPOM YCTIEIIHOTO PACKPBHITHA W PaACCICAOBAHUS TPECTYIICHUN
B chepe BBICOKUX TEXHOJIOTHH. [ paMOTHO MpOBEACHHBIC OCMOTP, OOBICK M BHIEMKA
00€CNeUYnBAOT COXPAHHOCTh W JONYCTUMOCTh TMOJYUYEHHBIX JOKa3aTEJIbCTB,
HEOOXOIUMBIX JIJISI TPUBJICUCHHS] BAHOBHBIX K YTOJIOBHOW OTBETCTBEHHOCTH.

TakThka Aompoca mpuU PacciieIOBAaHUM KUOEPNPECTYIUICHHIT OPUEHTUPOBAHA
Ha BBISICHEHHWE OOCTOATEIBCTB MPOU3OIICAIICTO, YCTAHOBJICHUE CBHACTENICH
U BBISIBJICHHWE MOAO03pEeBaeMbIX. B xo4e nompoca moao3peBacMoro yCTaHaBJIMBACTCA
crnoco0 MOJyUYEeHHS JOCTYMAa K KOMIBIOTEPHOW CHUCTEME, XApaKTEP COBEPIICHHBIX
neiicTBui, a Takke (aKT WHAMBHUAYAITBHOTO WM TPYMIIOBOTO  XapakTepa
MPECTYTUICHUS.

[ToaroToBUTENBHBIN 3Tal BKIOYAET aHAIN3 MATEPUATIOB JIE1a, OMPEACIICHUE
uejaed  gonpoca ¢ NPUMEHEHUEM  KJIACCUYECKUX — CJIC/ICTBEHHBIX  IPUEMOB,

U3YUYEHHUE JUYHOCTH MOJA03PEBAEMOTO (0OBUHAEMOTO), BBIOOD
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U TOATOTOBKY MeCTa TPOBEACHHUS [OMpOCa, OMpPeAeTCHHE COCTaBa YYaCTHUKOB
U TEXHUUECKOE OOECTICUCHHUE C MCIIOIh30BAHUEM COBPEMEHHBIX WH(OPMAITMOHHBIX
TEXHOJIOTHH. [InanupoBanue J0Tpoca, OCYILIECTBIISIEMOE COBMECTHO
CO CHEIHMAIUCTOM, MPEANOIaracT OLUEHKY TEXHMUYECKON CIOKHOCTH TMPECTYIUICHHUA,
dbopMmynupoBaHHEe  BOMPOCOB M OMPEACNIEHHE WX  [OCJIEA0BATEIbHOCTH,
a TaKKe TOpANKA TPETBbABICHUS UMEIOMUXCs MarepuaioB. Crenmammct
NPEIOCTABIACT CJIENOBATEN0 HEOOXOMMMYIO TepMHMHONOTHIO. Paboumii  sTan
BKJTIOUAET BCTYNUTENBHYIO YacCTh, CTaAMI0 CBOOOJHOTO pacckasa MW CTaauio
MOCTAHOBKH BOMPOCOB (OTKPBITHIX, JOTOTHSIONINX, YTOUHSIONINX, METATH3UPYIOIIHX
U 7ap.). BaxHeIM  acmekTOM  ABISIETCS  JACMOHCTpAIlMs  BHUMATEIHLHOTO
¥ YBAXHUTEIIBHOTO OTHOIICHUS K JOMPANTABACMOMY. 3aBEPIIAIONMAs CTaus COCTOUT
13 OKOHYAHUA 0€Ce/IbI, OIEHKH PE3yIbTaTOB 1 pedIeKCHH, HAMTPABJICHHOW HA aHAJIH3
COOCTBEHHBIX JICHUCTBUI U PEIICHUIA B XOJ€ J0MpOca.

Jlms moswimenns 3(hPEKTUBHOCTH PACCIICIOBAHUS YTOJIOBHBIX JCN JAAHHOW
KaTeTOPUMA ¥ PENICHHUS BBIABJICHHBIX TPOOieM HEOOXOAUMO ONTHUMHU3HPOBATH
B3aMMOJICHCTBUE MEXKIY CIICICTBEHHBIMA ® OKCICPTHBIMH  TIOAPA3ACICHUAMHA
KaK Ha dTare Ha3HAYEHUs, TaK U B TIPOIECCE TTPOBEICHNAS KOMITBIOTEPHO-TEXHUIECKUX
AKCIIEPTH3. OTO TMO3BOJUT TMOBBICUTH KAueCTBO W JOCTOBEPHOCTH HKCIIEPTHHIX
3aKJTIOUCHHH, UTO B KOHEYHOM HMTOTe OyaeT cmocoOcTBoBaTh Oojiee d3hpekTuBHOMY

PACKPBITHIO M PACCICAOBAHMIO TIPECTYIUICHUH B chepe KOMIBIOTEPHON WH(MOPMAIIHH.
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